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About
Managing your voice and data recording system is vital to 
ensure business continuity and ongoing compliance. Red 
Box provide a comprehensive toolset to proactively monitor, 
manage, and maintain your recording system, delivering clear 
and immediate system insight.

This guide has been designed for Quantify System 
Administrators, and covers admin tasks associated with 
“System Management”. This guide is part of a set of Quantify 
Administrator Guides from Red Box.

If you’d like to view or distribute information separately, 
each main topic is available as a separate “Quick Question” 
document from the help page at redboxvoice.com

Note that for user information, please refer to the Quantify 
User Guide.
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How Do I Monitor & 
Maintain My Recorder

In general, your recorder requires very little attention — simply use Events, Alarms, Status, and Quantify Insight to monitor your 
recorder, so you can stay informed of any potential issues and perform maintenance when needed

This topic provides general information on monitoring your recorder, and some common tasks usually performed during 
maintenance work.

Monitor

Events

Events are activities on your recorder and are recorded in the event logs. To view events, go to Configuration > Events:

• All – all events on the recorder.

• Alert – errors, failures, and warnings.

• Configuration – recorder configuration events (full audit trail).

• Fault – faults detected by the recorder. 

• Replay Authorisation – replay requests and status updates (not available if this feature is not enabled).

• User – user activity events.

To view an events list, just click an event type. Click the Earlier, Later and Filter buttons to refine your view.

To export a full list of events to a CSV file, go to Configuration > Events > Export, and click the Export button.
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Alarms

Alarms are priority events such as low storage space or inadequate licenses – 
both of these have the potential to prevent recording and/or replay.

Alarms are reported via the Quantify main menu and can also be viewed at 
any time from Configuration > Status > Recorder Status.

Status

Monitor recorder health, key statistics, and user status using 
the status tab — go to Configuration > Status:

• Logged In Users: view a list of currently logged in users and 
number of “allocated” Search & Replay, Event Reconstruct, 
and QM licenses.

Tip: To force a logout, click the username. Useful when you 
need to “release/reallocate” licenses.

• Media List: view archive media details.

• Network Storage: view network storage details.

• Recorder Status: view general recorder status information and alerts.

• Statistics: view general recorder statistics such as the number of calls recorded or network storage backlog.

• Version Information: view software version information. Useful information if you contact Red Box Support.
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Quantify Insight

By far the easiest way to monitor your recorder is to use Quantify Insight (provided as part of Quantify Version 4A SP1 and later). 
Quantify Insight monitors a comprehensive set of critical system information, and provides clear and concise status indicators, 
alarms, warnings, and recommendations — you can even get alarms and other information emailed to you so there’s no need to 
constantly monitor recorder status. For information on Quantify Insight, see “What Are the Basics for Quantify Insight”, or return 
to the guide menu for links to all of the Quantify Insight topics.
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Config & Diag Files

In general, we recommend that you prepare and download config (Configuration) & diag (Diagnostics) files before performing 
any recorder maintenance, especially a restart/shutdown. Also, if you call Red Box Support, you will be asked to create these 
files.

• Configuration File: Backup of all configuration settings.

• Diagnostics File: Diagnostics data for the Red Box support team.

• Prepare (Create): Go to Configuration > Maintenance and click Prepare Config or Prepare Diagnostic. Enter a filename (good 
practice to use the recorder ID and date in the filename) and click the Prepare button to create the file. Note that recorder 
performance can be affected.

• Download: Go to Configuration > Maintenance > Download Files and select the file to download. Click the Empty button to 
clear the file folder on the recorder.

Restart & Shutdown

Certain Quantify admin tasks (like applying a network storage license) or general maintenance work (like changing your 
recorder IP address) will require a recorder restart. Similarly, you may prefer to shutdown the recorder for some types of 
maintenance work.

• Restart – initiate a clean OS restart of the recorder.

• Shutdown – initiate a clean OS shutdown of the recorder.

Follow the steps below to restart or shutdown your recorder. Note that a restart can take a number 
of minutes and no recording will take place during the restart. Similarly (and obviously), a 
shutdown will stop all recording. Therefore we recommend that these tasks are performed 
outside of normal usage hours.

To restart or shutdown your recorder:

1. Although not essential, we recommend that you prepare and download config 
(Configuration) & diag (Diagnostics) files before performing a restart:

• Prepare (Create): Go to Configuration > Maintenance and click Prepare 
Config or Prepare Diagnostic. Enter a filename and click the Prepare button to 
create the file. Note that recorder performance can be affected.

• Download: Go to Configuration > Maintenance > Download Files and select 
the file to download. Click the Empty button to clear the file folder on the 
recorder.

2. To perform the restart/shutdown, go to Maintenance > Recorder, select Restart 
or Shutdown, and then click the Stop Recorder button.
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How Do I Perform 
Regular Health Checks

Maintaining your voice and data recording system is vital to ensure business continuity and ongoing compliance. In general, 
your recorder requires very little attention — however, Red Box provides tools to help you monitor your recording system, and 
associated telephony and IT infrastructure.

This topic provides general recommendations for performing regular health checks to monitor resources, performance, and 
system activity. These are designed to help you stay informed, and swiftly locate and resolve potential issues.

Note that Red Box can perform these checks as part of a proactive, managed service. Please contact Red Box or your account 
manager for details.

Overview
You can monitor a large range of events, warnings, alarms, and statistics for your recorder to give you the system intelligence 
that you need. This topic identifies key areas of focus that Red Box recommends for performing simple, fast, regular (daily) health 
checks. If you need to add something else, to give you an extra piece of insight that you need, then just add that to your process.

In summary, focus your health checks on these five key areas:

• Assets: Check server and telephony network connections.

• Devices: Check all devices are present within the recorder, and the correct number of devices are enabled and disabled for 
recording.

• Recording: Check that communications are being recorded, and audio is present in calls.

• Storage: Check that recorded communications are being stored and archived as appropriate.

• Alarms & Warnings: Check, investigate, and clear alarms and warnings.

This all helps to ensure:

• Your key IT and telephony assets are operational.

• Devices are being recorded.

• Recorded communications are being stored.

• Alarms and warnings are being addressed appropriately.

Assets

Server and 
telephony network 
connections.

Devices

Devices present & 
enabled/disabled
for recording.

Recording

Communications
being recorded & 
audio present.

Storage

Recorded comms
being stored & 
archived.

Alarms &
Warnings

Check, investigate 
& clear.
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Health Checks
Follow the steps below to perform a health check. In general, we recommend this is performed daily.

To perform a health check:

Login and open apps:

1. Login to Quantify using an administrator account that has access to the Configuration app and Quantify Insight.
2. Select Configuration from the Quantify main menu, and then select Insight from the Quantify main menu. You will now 

have two tabs open, one for Configuration, one for Insight.

Insight checks:

1. Check asset status — go to Insight > Health and check System Uptime (servers) and Recording Activity (telephony 
networks).

2. Check device numbers — go to Insight > Recording Status > Devices Detected vs Recorded and compare devices 
detected, enabled and disabled with expected counts.

3. Check recording alarms — go to Insight > Health > Recorder Alarms and check there are no recording alarms (general 
and device specific – no calls and constant calls).

4. If you have Quantify Assure - Daily System Check, check results via Insight > Assure > Daily System Check.  
Results will highlight if devices are recording, as well as checking the audio.

5. Check storage — go to Insight > Storage and check NAS Oldest Call (within your retention policy), Callstore ("days until 
full" under 30 days), and Network Storage (backlog under 70%).

Recorder checks:

1. Check the current recorder status — go to Configuration > Status > Recorder Status:

• Check Recorder Status is Recording and check Recorder Utilisation is at an expected level.
• Check recorder alarms — check the Alarm list.
• Check calls are being recorded — check Calls Being Recorded
• Check current NAS backlog — check Network Storage Backlog is less than 70%. If needed you can also check the latest 

call stored to NAS — go to Configuration > Management > Network Storage and check Newest Call.

2. Check recorder statistics — go to Configuration > Status > Statistics:

• Check calls have been recorded — check Calls Recorded
• If necessary, check device statistics — check Recordable Item Statistics

3. Check call audio — go to Search & Replay, and replay a selection of recent calls as required.

Alarms & Warnings:

1. From Insight, check all alarms & warnings. Investigate and suppress as needed.
2. If necessary, you can also check alarms from Configuration > Status > Recorder Status and faults in  

Configuration > Events > Faults
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Config & Diag Files
In general, we recommend that you prepare and download config (Configuration) & diag (Diagnostics) files on a regular basis in 
order to keep a "snapshot" of your system.

• Configuration File: Backup of all configuration settings.

• Diagnostics File: Diagnostics data for the Red Box support team.

• Prepare (Create): Go to Configuration > Maintenance and click Prepare Config or Prepare Diagnostic. Enter a filename (good 
practice to use the recorder ID and date in the filename) and click the Prepare button to create the file. Note that recorder 
performance can be affected, although creating these files regularly can lessen the impact.

• Download: Go to Configuration > Maintenance > Download Files and select the file to download. Click the Empty button to 
clear the file folder on the recorder.
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How Do I Configure 
SNMP

The Red Box SNMP Agent (installed and run as part of the recorder) allows network management tools to receive alarms and 
alerts from the recorder, and perform requests to the recorder for status and statistics information.

Configure SNMP
To configure SNMP:

1. Configure settings in the recorder.

2. Download and import the recorder MIB file.

3. Configure the listening port – if a non-standard port is needed.

Recorder Settings

To configure a recorder for SNMP:

1. Login to the recorder using a Quantify system 
administrator account with system configuration 
permissions, and go to Configuration > Setup > 
SNMP

2. Complete the settings for the Contact Details, 
Trap Version, and Trap Destinations sections (see 
"Settings Tables").

3. If the Trap Version is set to V3, complete the USM 
Profile for the SNMP sub-system.

4. When you're done, click Update to apply your 
changes.
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Settings Tables

Contact Details Options

Contact Name
Location

Contact Name and Location are added to the recorder alarms and alerts. By default, only the originating recorder’s IP 
address is reported. Neither field is mandatory, but you may find it easier to identify a recorder by configuring these, 
especially as part of a multi-recorder system.

SNMP Engine ID SNMP V3 unique ID for the recorder — only required if Trap Version is set to V3.

Trap Version & Trap Destination Options

Trap Version Select the SNMP trap version — V1, V2c, or V3. Note that if V3 is selected, you should complete the USM Profile for the 
SNMP sub-system, and set an SNMP Engine ID.

Community
Destination

The trap destination is a combination of the IP address (Destination) and community name (Community) of the machine 
on which the SNMP client is running. You can specify one or two destinations.

Send SNMP 
Traps

Once your SNMP system is fully set up and ready to receive alarms and alerts from the recorder, tick this option to start 
sending SNMP traps.

MIB File

Download and import the recorder MIB file which defines the available "Get Requests", and recorder Alarms & Alerts.

• Using Quantify, login to the recorder, go to Options > Support Centre > Downloads and click SNMP Agent MIB Files to 
download the zip file. Extract the appropriate language file you need.

• Using your SNMP Management Software, import the MIB file. Refer to your management tool documentation for details.

Listening Port

If you want/need to use a non-standard listening port for your SNMP management tool, this is set in the SNMPAgentService.exe.
config configuration file on the recorder.

• If the Windows SNMP service is installed and set to start up automatically on the recorder server, then the Red Box SNMP 
Agent will not be able to bind to the default SNMP port of 161. In this case, the bind is not attempted and only a non-
standard port will be bound to for listening. 

• In contrast, if the Windows SNMP service is not installed on the recorder server or is disabled, then the Red Box SNMP Agent 
will bind to both the default port 161 and the defined port in the config file.

To define a port, open the SNMPAgentService.exe.config file in the C:\LTR\Config\ folder on the recorder server, and edit the Port 
value:

 <SNMPConfig> 
  <Port value="1161" /> 

 </SNMPConfig> 

Note that if a bind to port 161 is not possible, you also need to configure your SNMP management tool to use the non-standard 
port for performing GET requests. Please refer to your management tool documentation for details.
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TRAP & GET
All recorder Alarms and Alerts can be trapped by your SNMP software. These are defined in the MIB files and are also 
summarised in the RBR_Alarms_Alerts_Warning.xlsx file which is available from Red Box on request.

The recorder also supports "Get Requests" from your SNMP software. These are fully defined in the recorder MIB files, and 
summarised below for your convenience.

Code Type Description
redBoxManufacturer Text Manufacturer name for your Red Box recorder.

redBoxVersion Integer Version number of the core Quantify recording software.

redBoxStatus Integer Current recorder status:
1: Recording — Normal recorder operation.
2: Panic — Recorder can't record new calls. **
3: Broken — Recorder has a fault.
4: Not Licensed — Recorder has no PP, Record, or Replay licenses.
5: replayOnly — Recorder is configured for Replay only.
6: noCallstore — Recorder has no access to the local Callstore.
7: standby — Recorder is in standby mode (Primary/Secondary Pair).*
8: resumeAvailable — Secondary recorder can resume Standby mode.*
9: slaveResumingStandby — Secondary recorder resuming Standby.*
10: nasRecovery — Recorder is recovering a NAS device.

SNMP Errors:

9991: snmpErrorUnknown 9992: snmpErrorWrongResponse

9993: snmpErrorPartialData 9994: snmpErrorNoData

9995: snmpErrorDidNotWrite 9996: snmpErrorNoPipe

redBoxSNMPVersion Integer Version number of the Red Box SNMP Agent software.

redBoxCallsBeingRecorded Integer The number of calls currently being recorded.

redBoxActiveAlarms Integer The number of Active Alarms on the recorder.

redBoxUnarchivedData Integer The amount of unarchived data on the recorder (as a percentage of data on the local 
Callstore).

* For information on Primary/Secondary recorder configuration, and Parallel Pair & Failover Pair process information, please refer to "Server 
Options and Topologies".
** The Panic state usually occurs as a result of no free space in the local CallStore to record any new calls. Normally this happens when the 
system is configured to archive calls (to a NAS Archive), but calls aren’t being archived for some reason. In this state, calls can’t be deleted 
until they’ve been archived, so the recorder is unable to free-up space in the local CallStore for re-use. Eventually, the recorder runs out of free 
space, stops recording, and enters the Panic state. The recorder will remain in this state until a system administrator resolves the issue.
The Panic state can also occur if the local CallStore is very small (below minimum supported size), even with no archiving enabled, because 
the recorder hasn’t got enough "working capacity" for calls in progress. This minimum size varies depending on the number of concurrent 
calls in progress.
Refer to the Quantify Call Storage Administrator Guide for information on CallStore, and NAS operation and configuration.
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Monitor, Manage, and Maintain Your Recorder
Red Box provides a number of applications and features to help you monitor, manage, and maintain your recorder. Please refer 
to the following topics for details:

• "Quantify Insight": This set of topics covers the Quantify Insight application – by far the easiest way to monitor and maintain 
your Red Box recording system.

• "Maintenance": Provides general information on monitoring your recorder, and some common tasks usually performed 
during maintenance work.

• "Health Checks": Provides recommendations for performing regular health checks to monitor resources, performance, and 
system activity.

Troubleshooting
Here are some common issues you may encounter using SNMP:

Issue: Network Manager Not Receiving Traps
Solution: Go to Configuration > Setup > SNMP and:

• Make sure that the Community name and Destination IP addresses are 
correct.

• Make sure that the Send SNMP Traps to These Addresses option is 
ticked.

See "Configure SNMP".

Issue: Network Manager Not Performing Get Requests Successfully
Solution: • Check that your network manager is making the requests to the 

correct recorder IP address.

• If the Windows SNMP service is needed, make sure that your network 
manager is making requests to the same port that is defined in the 
Red Box SNMP Agent configuration file – see "Listening Port".

• If the Windows SNMP service is running, but it's not needed, you 
should disable it – in the Windows Services application, right click 
the SNMP Trap item, click Properties, and change the Startup type to 
Manual or Disabled. Click Apply and stop the Windows service, then 
restart the Red Box SNMP service on the recorder. Please make sure 
that nothing is using the Windows SNMP service before doing this.

https://www.redboxvoice.com
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What are the Basics for 
Quantify Insight

Quantify Insight is the easiest way to monitor and maintain your Red Box recording system. It uses a simple home page to 
display aggregated system status information at a glance, and an intuitive hierarchy so you can focus in on specific areas.

Status information is grouped into six main areas – My Red Box, Recording Status, Health, Users, Storage, and one special 
category, Assure. 

Detailed data is provided through graphs, charts, and reports, to help you summarise and visualise your system performance 
and trends.

Home Page
The Quantify Insight home page is where you can see all your system status information at a glance, plus a summary of the latest 
alarms and warnings that need your attention. 

To view the Quantify Insight home page, login to Quantify with a user account that has Insight permissions, roll over the 
Quantify main menu and select the Insight icon.
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What are the Basics for 
Quantify Insight

Categories:

• My Red Box – get an overview of your Red Box recording system. 

• Recording Status – verify that devices are being recorded to ensure that all critical communications are captured.

• Health – ensure that important system processes are fully operational.

• Users – ensure that your recording system is sufficiently licensed to handle user replay requests.

• Storage – check that data is being correctly archived and stored, in line with your retention policy.

• Assure – this category contains additional Insight tools. Daily System Check provides an active tool to automatically test that 
all devices are being recorded, using a test call. Quality of Recording (QoR) analyses the recorded audio quality of all calls and 
reports on any issues found.

Click a category status icon to view the sub-categories – see “Site Map”.

Alarms & Warnings:

Alarms and warnings are displayed by Quantify Insight and are used to warn of a potential issue.

• Alarms – likely to require immediate attention.

• Warnings – generally warn of a less critical issue.

All alarms and warnings are summarised on the Quantify Insight home page – the latest 20 are displayed and you can scroll 
through the pages to see more, if available. As you click through into the individual Quantify Insight categories and  
sub-categories the alarms and warning are then filtered to the specific category.

For Quantify Insight 2.1 and above, tick/untick Warnings in the Notifications panel to show/hide warnings as needed. 

Notifications provide information about the alert and a “user friendly” recommendation for remedial action.

See “Manage Alarms & Warnings” for information on managing your notifications.

Status

Each category and sub-category status indicator shows the current state:

• Green Tick: All ok.

• Orange Exclamation Mark: Current warning or previous (unsuppressed/unacknowledged) warning.

• Red X: Current alarm or previous (unsuppressed/unacknowledged) alarm.

In general, the sub-category graphs/charts show historical data. Alarm and Warning notifications highlight applicable breached 
limits within each category/sub-category, as well as “filtered” alarms and warnings.
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Quantify Insight

Hierarchy & Basic Navigation
The basic layout and navigation of Quantify Insight is super simple and can be summarised as follows:

• An intuitive hierarchy is used to focus in on specific category and sub-category information. In short, the pathway is simply 
Category > Sub-Category > Graph/Chart > Report

• Use the Back and Home buttons to go back and return to the home page.

• Within a graph/chart, use the Zoom buttons to zoom in/zoom out, and use the Collapse/Expand button to show/hide Alarms 
and Warnings.

Home Select Recorder
Zoom In/Out,

Expand/Collapse

Show/Hide Noti�cationsBack

Con�guration

Click graph for report details.
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Site Map

Here’s a quick summary of all categories, sub-categories, graphs/charts, and reports – may save you a little time finding what 
you need.

Category Sub-Category Graph/Chart Report

My Red Box  

Assets Asset properties. NA

Recording Status

Devices Detected vs 
Enabled

Bar Chart - Maximum number of detected, enabled, 
and disabled devices per day.

Page 1 - Bar chart data.
Page 2 - Enabled status for each device.

Recording Licenses Bar Chart - Maximum number of record licenses used 
per day, plus number of rejected communications due 
to license breaches.

Page 1 - Bar chart data.
Page 2 - License alarms and warnings.

Health

Recording Activity Timeline Activity - Recording status for each telephony 
integration.

Page 1 - Chart data.
Page 2 - License alarms and warnings.

System Uptime Timeline Activity - Red Box server status. These can 
include recorders, media servers, IVDS servers, Insight 
servers, and Export & Bridge servers - for a full list, see 
the Quantify Insight release notes.

Page 1 - Chart data.
Page 2 - Server alarms and warnings.

Recorder Alarms Notification Tables - Recorder Alarms & Warnings list. NA

Users

Replay Licenses Bar Chart - Maximum number of replay licenses used 
per day, plus number of rejected replay requests due 
to license breaches.

Page 1 - Bar chart data.
Page 2 - License alarms and warnings.

Storage

NAS Oldest Call Bar Chart - Oldest call (communication) stored on the 
selected NAS.

Page 1 - Bar chart data, plus min/max 
call age range and NAS status.
Page 2 - NAS alarms and warnings.

Callstore Bar Chart - Callstore capacity (days until full). Page 1 - Bar chart data, plus data not 
archived (MB), and available space (MB).
Page 2 - Callstore alarms and warnings.

Network Storage Line Chart - Data transfer backlog and NAS utilisation. Page 1 - Bar chart data.
Page 2 - NAS connection alarms and 
warnings.

Assure

Daily System Check Results Tables - Test call results for all devices. NA

Quality of 
Recording

Alarms List - Shows a list of audio quality events (white 
noise or excessive silence).

NA
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Manage Alarms & Warnings
Alarms and warnings keep you informed of potential issues. 

Acknowledge & Clear Notifications

For Quantify Insight 2.1 and above, notifications can be Active (still current), Acknowledged (seen, but still being worked on), or 
Cleared (issue resolved). This helps to keep the most relevant/important issues in sight, and clear issues that have already been 
reviewed. You can acknowledge and then clear alarms and warnings to remove the notifications.

Acknowledge notifications in the Active tab:

• Acknowledge: Click the Acknowledge button next to the notification and enter a Description and Case Number if needed – 
this can be used to document a “reason” for the acknowledgement. 

In the drop-down menu, you can also select Acknowledge all similar current notifications to acknowledge all current 
notifications of the same type — may save you a little time.

• Bulk Acknowledge: Select each notification you want to acknowledge and click Bulk Acknowledge. Enter a Description and 
Case Number if needed — the same information is used for all notifications being acknowledged.

• Once a notification has been acknowledged it’s automatically moved to the Acknowledged tab, and you can’t undo the 
action.

Clear notifications in the Acknowledged tab:

• Clear: Click the Clear button next to the notification and enter a Description if needed – this can be used to document a 
“reason” for the action. 

In the drop-down menu, you can also select Clear all similar current notifications to clear all current notifications of the same 
type — may save you a little time.

Note that not all notifications can be cleared manually – for anything that can’t be cleared, the Clear button won’t be 
available.

• Bulk Clear: Select each notification you want to clear and click Bulk Clear. Enter a Description if needed — the same 
information is used for all notifications being cleared.

• Once a notification has been cleared it’s automatically moved to the Cleared tab, and you can’t undo the action.

Note that notifications can also be automatically cleared by Quantify Insight if the issue is resolved – in the Cleared tab the Clear 
Type will be set to Auto.
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Suppress Notifications

For Quantify 1.4 and below, you can suppress alarms and warnings to clear the notifications:

• Individual Suppression: Click the Suppress button next to the notification. Enter a reason for the suppression. 

In the drop-down menu, you can also select Suppress all similar current notifications to suppress all current notifications of 
the same type — may save you a little time.

• Bulk Suppression: Select each notification to suppress and click Bulk Suppress. Enter a reason for the suppression — the 
same reason is used for all notifications being suppressed.

• Show/Hide: Click Toggle Suppressed to show/hide previously suppressed notifications.

• Note that once a notification has been suppressed, you can’t undo the action.
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Email Alarms
You can configure Quantify Insight to email alarms to specified email addresses.

To set up email alarms:

1. In Insight, click the Configuration (cogs) icon.

2. Click Messaging to set up your email server and recipients. 

• Email Server: enter server details for the email server being used to send alarms. The From Address is for aesthetic 
purposes only and can be used to provide a helpful contact source. 

• Recipients: add, edit and delete email recipients.

• Test: in the Email Server tab, you can use the Send Test Email button to check your configuration.

3. When you’re done, click the Insight (eye) icon to return to the Insight home page.



www.redboxvoice.com

info@redboxvoice.com

+44 (0)115 937 7100

RBRQQA1059 V1.2

8

Contents

What are the Basics for Quantify Insight

Home Page

Categories:

Alarms & Warnings:

Status

Hierarchy & Basic Navigation

Site Map

Manage Alarms & Warnings

Acknowledge & Clear Notifications

Suppress Notifications

Email Alarms

Email Summary

Next

What are the Basics for 
Quantify Insight

Email Summary
You can also configure Quantify Insight to email a summary of all alarms and warnings.

• The frequency of the summary email (e.g. daily, weekly) is defined during installation.

• Recipients for the summary email will be the same as those defined for the alarms email (see “Email Alarms”).

• The email provides a summary of all notifications for each category and sub-category, as well as a detailed list of all alarms 
and warnings.
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What’s in the Quantify 
Insight Categories

Quantify Insight groups status information into six main areas:

• My Red Box – review your assets – see “My Red Box”. 

• Recording Status – review devices and recording license utilisation – see “Recording Status”.

• Health – critical system status – see “Health”.

• Users – user replay license utilisation – see “Users”.

• Storage – call storage utilisation – see “Storage”.

• Assure – device test results – see “Assure”.

Each category and sub-category status indicator shows the current state:

• Green Tick: All ok.

• Orange Exclamation Mark: Current warning or previous (unsuppressed) warning.

• Red X: Current alarm or previous (unsuppressed/unacknowledged) alarm.

In general, the sub-category graphs/charts show historical data. Alarm and Warning notifications highlight applicable breached 
limits within each category/sub-category, as well as “filtered” alarms and warnings. For a summary of all categories, sub-
categories, graphs/charts, and reports, see “Site Map”.
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Site Map
Here’s a quick summary of all categories, sub-categories, graphs/charts, and reports - may save you a little time finding what you 
need.

Category Sub-Category Graph/Chart Report

My Red Box  

Assets Asset properties. NA

Recording Status

Devices Detected vs 
Enabled

Bar Chart - Maximum number of detected, enabled, 
and disabled devices per day.

Page 1 - Bar chart data.
Page 2 - Enabled status for each device.

Recording Licenses Bar Chart - Maximum number of record licenses used 
per day, plus number of rejected communications due 
to license breaches.

Page 1 - Bar chart data.
Page 2 - License alarms and warnings.

Health

Recording Activity Timeline Activity - Recording status for each telephony 
integration.

Page 1 - Chart data.
Page 2 - License alarms and warnings.

System Uptime Timeline Activity - Red Box server status. These can 
include recorders, media servers, IVDS servers, Export 
Brokers, Bloomberg Brokers, and Bridge servers - for a 
full list, see the Quantify Insight release notes.

Page 1 - Chart data.
Page 2 - Server alarms and warnings.

Recorder Alarms Notification Tables - Recorder Alarms & Warnings list. NA

Users

Replay Licenses Bar Chart - Maximum number of replay licenses used 
per day, plus number of rejected replay requests due 
to license breaches.

Page 1 - Bar chart data.
Page 2 - License alarms and warnings.

Storage

NAS Oldest Call Bar Chart - Oldest call (communication) stored on the 
selected NAS.

Page 1 - Bar chart data, plus min/max 
call age range and NAS status.
Page 2 - NAS alarms and warnings.

Callstore Bar Chart - Callstore capacity (days until full). Page 1 - Bar chart data, plus data not 
archived (MB), and available space (MB).
Page 2 - Callstore alarms and warnings.

Network Storage Line Chart - Data transfer backlog and NAS utilisation. Page 1 - Bar chart data.
Page 2 - NAS connection alarms and 
warnings.

Assure

Daily System Check Results Tables - Test call results for all devices. NA

Quality of 
Recording

Alarms List - Shows a list of audio quality events (white 
noise or excessive silence).

NA
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My Red Box
Review your recording system assets.

Assets

• Review your recorders and associated assets — go to 
Insight > My Red Box > Assets. 

• Assets: These can include recorders, IVDS Servers, 
NAS Compression Servers, Media Servers, Bloomberg 
Brokers, Export Brokers, Screen Monitors.

• Details: Software, CPU, Memory, Network Adapter.

• Use the carousel to highlight an asset.

Recording Status
Review devices and recording licenses.

Devices Detected vs Enabled

• Compare detected, enabled, and disabled devices 
(enabled/disabled for recording) — go to Insight > 
Recording Status > Devices Detected vs Enabled. 

• Quick way to check your recordable devices.

• Graph shows your total count of recordable devices 
and number of enabled and disabled devices. Be 
aware of the graph scales in order to do an effective 
comparison.

• Can highlight when devices are added but not 
enabled. For example, a new employee with a 
new phone, the device is detected/registered 
automatically, but for security and data protection 
reasons will not be enabled for recording.

• Can highlight malicious removal of devices  
from the recording list, or administrative errors.
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Recording Licenses

• Check recording license utilisation — go to Insight > 
Recording Status > Recording Licenses. 

• Easy method of monitoring & managing recording 
licenses.

• Graph shows maximum concurrent recording 
licenses used during each day. Rejected recorded 
communications due to breached license limits are 
also highlighted.

• If license limits are breached regularly, you should 
purchase additional recording licenses — contact 
your reseller or Red Box. Recording licenses are 
applied dynamically and no recorder restart is 
required.

Health
Critical system status information.

Recording Activity

• Check the recording status for each telephony 
integration — go to Insight > Health > Recording 
Activity.

• Highlights potential problems with connectivity to 
your phone system.

• Three states — Red (Alarm), Amber (Warning), Blue 
(Ok):

• Red (Alarm) – Recorder has detected a problem 
which requires intervention to resolve. 

• Amber (Warning) – Recorder has detected a 
potential problem and further investigation should 
be carried out. 

• Blue (Ok) – All ok.
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System Uptime

• Check server status. These can include Primary & 
Secondary Recorders, Media Servers, IVDS Servers, 
Bloomberg Brokers, Export Brokers and Bridge 
Servers. Go to Insight > Health > System Uptime

• One-Click access to system heartbeat

• Status indicators show current state of each asset. 
Click an asset to show summary graph (timeline 
view).

• Red (Alarm) – heartbeat not received, server 
unavailable, system may be powered down or 
have a network connectivity problem. 

• Blue (Ok) – heartbeat received, server available.

Recorder Alarms

• View a summary of Recorder Alarms (priority events) 
and Warnings — go to Insight > Health > Recorder 
Alarms. 

• Recorder Alarms are priority events such as low 
storage space, inadequate licenses, call trend 
analysis, silence analysis, HDD degradation, and more 
– generally these priority events have the potential 
to prevent recording and/or replay.

• Recorder Alarms are also reported via the Quantify 
main menu, and can be viewed at any time from 
Quantify > Configuration > Status > Recorder Status
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Users
Review user statistics and license usage.

Replay Licenses

• Monitor and manage replay licenses — go to Insight 
> Users > Replay Licenses

• Graph shows maximum concurrent replay licenses 
used during each day. Rejected replay requests due 
to breached license limits are also highlighted.

• You can review logged in users and allocated replay 
licenses from Quantify > Configuration > Status > 
Logged In Users — click a user to force a logout.

• If license limits are breached regularly, you should 
purchase additional replay licenses — contact your 
reseller or Red Box. Replay licenses are applied 
dynamically and no recorder restart is required.

Storage
Review your call storage utilisation.

NAS Oldest Call

• Monitor and manage call storage and retention 
policy (NAS capacity – oldest call stored) — go to 
Insight > Storage > NAS Oldest Call

• Alarm thresholds are based on Network Storage Filter 
- Deletion Warning setting (Min Call Age) and NAS 
Maximum Call Age setting (Max Call Age).

• Alarms may mean you are at risk of not meeting your 
retention policy.

• For a new NAS, notifications are not generated until:

• Age of the 1st call stored in the NAS is greater 
than or equal to the Minimum Call Age. 

• Unless calls are deleted before this happens.
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Callstore

• Monitor and manage the Callstore — go to Insight > 
Storage > Callstore

• Graph shows Callstore capacity – days until full. 

• Thresholds set to 30 days (Warning), 10 days (Alarm).

• “Days until full” is based on historic recorded data 
throughput.

• For systems with just a Callstore (local hard drive), this 
sub-category is useful for indicating capacity in the 
early stages of system deployment.

• This sub-category is most useful when storage is 
increased with NAS or Removable Archive (RA). Here, 
for any recorded communications transferred to NAS 
or RA the space on the Callstore is then effectively 
regarded as “available”. Breached thresholds would 
then indicate an issue with NAS or Removable Archive 
operation, or an insufficient NAS transfer schedule (set via NAS configuration).

• Note that the HDD Degradation Recorder Alarm can also be used to monitor the Callstore physical hard disk. See “Recorder 
Alarms” for sub-category details.

Network Storage

• Monitor and manage network storage — go to 
Insight > Storage > Network Storage

• Graph shows backlog waiting transfer (from local 
Callstore to NAS) and indicator bar shows capacity 
used (percentage).

• Can highlight issues with NAS data transfer (network 
issue, changed username or password, insufficient 
transfer schedules, etc).

• Data is aggregated across all available NAS.

• Thresholds set to 70% Warning, 90% Alarm.

• Callstore thresholds may also be breached if left 
unattended.
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Assure
Automated device testing to assure recording.

Daily System Check

• Daily System Check is a licensed feature within Insight 
and provides an active tool to automatically test that 
all devices are being recorded, using a test call. This 
feature is documented separately but is summarised 
here.

• Test and manage devices — go to Insight > Assure > 
Daily System Check

• Status indicator shows status of last test — Ok (all 
devices passed) or Fail (one or more devices failed).

• Test results tables show test call results for All, Passed 
and Failed devices.

Quality of Recording

• Quality of Recording (QoR) is an optional feature within Insight. QoR analyses the recorded audio quality of all calls 
and reports on any issues found.

• Check audio quality status — go to Insight > Assure > Quality of Recording

• Alarms list shows a list of all audio quality events (white noise or excessive silence).

• The excessive silence threshold is set to 90% by default (configurable at install) – that is, if 
a call contains 90% silence or more, it will be flagged.

• Click the “play” link to launch the Quantify Media Player and play the audio. Note that 
you’ll need to have appropriate replay permissions to play the call. 

• Note that QoR alarms are also added to alarms and summary emails, if configured.
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How Do I Use Quantify 
Insight Daily System Check

Manually testing devices to make sure they’re being recorded, or not recorded, is time consuming, costly, and disruptive. 
Quantify Insight, Daily System Check is an optional utility that automatically tests all devices for recording – list your devices and 
set your schedule, and an automated test call is used to check every device.

Daily System Check status information is reported through Quantify Insight using the Assure status indicator. Just like the other 
Insight indicators, all Assure data is aggregated through the one indicator, so all it takes is one glance to see what’s happening 
with your system. And for the ultimate light-touch approach, you can also have your system check notifications emailed to you.

Assure Category
The Assure category provides optional utilities for automated device testing and audio quality analysis. The Daily System Check 
status indicator shows the status of the last test — Ok (all devices passed) or Fail (one or more devices failed). 

Daily System Check

• To test and manage devices — go to Insight > Assure > Daily System Check

• The test results tables show test call results for All, Passed and Failed devices for the last test. Any failed devices will also 
provide additional information to help resolve the issue. Click View Other Runs to display previous test results.

• To replay a test call, click the è Replay icon. Note that if you’re using Chrome or Firefox, call replay requires Quantify 4B or 
later.

• To set up devices, test schedule, and email, see “Set Up Daily System Check”.
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Set Up Daily System Check

Devices & Test Schedule

Use the Daily System Check Configuration to define what devices to test, what to test for (recording, or not recording), and the 
test schedule (days and times):

To set up devices and test schedule:

1. In Insight, click the Configuration (cogs) icon.

2. Click Daily System Check and configure the following 

• Platform: Your telephony platform details will have been configured during installation. If you need to add, edit, or 
remove a platform, please contact Red Box for more information. 

• Recordable Items: Use this tab to define what devices to test. To add a device click Add Item. To edit or delete a device, 
highlight the device in the list and click Edit or Delete. Use the following fields to define the device:

Extension: The extension number of the device.

Expected Result: Select Should record or Should not record, as needed.

Platform Alias: Select the telephony platform for the device.

If you have multiple devices to add to Daily System Check, click Add Item and then select Import Item. You can now 
import a list of devices from a CSV file, in the format Extension,Expected Result,Platform Alias (see below).

• Schedule: Click Edit to set your schedule for automatic system checks. Select the Frequency, Day, Time, and Maximum 
Duration, as needed. Select Never to “turn off” automated testing.

Note that you can run a system check at any time by clicking Run Now in the Schedule tab.

3. When you’re done, click the Insight (eye) icon to return to the Insight home page.
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Email Alarms

You can configure Quantify Insight to email alarms to specified email addresses.

To set up email alarms:

1. In Insight, click the Configuration (cogs) icon.

2. Click Messaging to set up your email server and recipients. 

• Email Server: enter server details for the email server being used to send alarms. The From Address is for aesthetic 
purposes only and can be used to provide a helpful contact source. 

• Recipients: add, edit and delete email recipients.

• Test: in the Email Server tab, you can use the Send Test Email button to check your configuration.

3. When you’re done, click the Insight (eye) icon to return to the Insight home page.
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Insight Daily System Check

Email Summary

You can also configure Quantify Insight to email a summary of all alarms and warnings.

• The frequency of the summary email (e.g. daily, weekly) is defined during installation.

• Recipients for the summary will be the same as those defined for the alarms email (see “Email Alarms”).

• The email provides a summary of all notifications for each Quantify Insight category and sub-category, as well as a detailed 
list of all alarms and warnings.
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How Do I Set Up Quantify 
Insight

Configure Access Permissions
User access permissions for Quantify Insight are set using Windows Active Directory. In general, this is usually configured 
during installation, but the process is described here so you can make any necessary modifications as requirements 
change.

To configure access permissions:

1. Edit the web.config file for the Centralised Platform Server. This file is usually located in:

C:\inetpub\wwwroot\analytics

2. Uncomment the line similar to the one below, if it hasn’t been done already (delete “<!--” and “-->”):

<!--<add key=”AuthorisationRoles“ value=”Centralisation”/>-->

3. The “Centralisation” value is used to look up a Global Security Group on the domain controller of the same name — 
only members of this group will be able to access Quantify Insight. Set up and configure the group as needed. The group 
name can be changed to meet your Active Directory requirements. 

4. To disable this security setting at a later date, simply comment the line back out.
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Browser Setup
If you don’t use Quantify Single Sign-On, you’ll need to setup the browser on each PC that you plan to use to 
access Quantify Insight. Microsoft Internet Explorer, Google Chrome, and Mozilla Firefox are all supported for 
use with Quantify Insight.

Set Up Internet Explorer and/or Chrome

To set up Internet Explorer and/or Chrome:

The following steps use Internet Explorer to configure settings. If you’re using Google Chrome, these settings will be 
inherited/imported when you next open Chrome.

1. Enable Integrated Windows Authentication — go to Internet Explorer > Tools > Internet Options > Advanced, scroll to the 
Security section and tick the Enable Integrated Windows Authentication option.  
Click Apply and then Ok.

2. Add Quantify Insight to Trusted Sites — go to Internet Explorer > Tools > Internet Options > Security, select Trusted Sites 
and click the Sites button. Add the Quantify Insight browser address using http or https as required. Note that if you’re 
using a separate Insight Data Server / Central Platform Server, you also need to add the Data/Platform server’s IP address 
using https. When you’re done, click Close.

3. Set User Authentication options — in the Security tab click the Custom level button, scroll to the User Authentication 
section and select Automatic logon with current user name and password. 

4. Restart the PC for the changes to take affect. You should now be able to open Quantify Insight from IE or Chrome. Note 
that the first time you open Quantify Insight you may get a prompt to trust the certificate – just click Yes to proceed.

Note that Chrome support for call replay is only provided in Quantify 4B and later.
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Set Up Firefox

To set up Firefox:

1. Enable Integrated Windows Authentication:

• In Firefox enter about:config in the address bar. Click the “confirm” button to skip the warning, if displayed.

• Type “negotiate“ in the Search box and double-click the network.negotiate-auth.trusted-uris preference.

• In the value dialogue box, add the Quantify Insight browser address using http or https as required, and the Platform/
Data server’s IP address using https. When you’re done, click OK.

• Double-click the network.negotiate-auth.allow-non-fqdn preference to set its value to true.

2. You may need to restart the PC for the changes to take affect. You should now be able to open Quantify Insight from 
Firefox. Note that the first time you open Quantify Insight you may get a prompt to trust the certificate – just confirm the 
exception.

Note that Firefox support for call replay is only provided in Quantify Release 4B and later.
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Email Alarms

You can configure Quantify Insight to email alarms to specified email addresses.

To set up email alarms:

1. In Insight, click the Configuration (cogs) icon.

2. Click Messaging to set up your email server and recipients. 

• Email Server: enter server details for the email server being used to send alarms. The From Address is for aesthetic 
purposes only and can be used to provide a helpful contact source. 

• Recipients: add, edit and delete email recipients.

• Test: in the Email Server tab, you can use the Send Test Email button to check your configuration.

3. When you’re done, click the Insight (eye) icon to return to the Insight home page.
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Email Summary

You can also configure Quantify Insight to email a summary of all alarms and warnings.

• The frequency of the summary email (e.g. daily, weekly) is defined during installation.

• Recipients for the summary email will be the same as those defined for the alarms email (see above).

• The email provides a summary of all notifications for each category and sub-category, as well as a detailed list of all alarms 
and warnings.
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Devices & Test Schedule (DSC)

Use the Daily System Check Configuration to define what devices to test, what to test for (recording, or not recording), and the 
test schedule (days and times):

To set up devices and test schedule:

1. In Insight, click the Configuration (cogs) icon.

2. Click Daily System Check and configure the following 

• Platform: Your telephony platform details will have been configured during installation. If you need to add, edit, or 
remove a platform, please contact Red Box for more information. 

• Recordable Items: Use this tab to define what devices to test. To add a device click Add Item. To edit or delete a device, 
highlight the device in the list and click Edit or Delete. Use the following fields to define the device:

Extension: The extension number of the device.

Expected Result: Select Should record or Should not record, as needed.

Platform Alias: Select the telephony platform for the device.

If you have multiple devices to add to Daily System Check, click Add Item and then select Import Items. You can now 
import a list of devices from a CSV file, in the format Extension,Expected Result,Platform Alias (see below). Note that an 
import will overwrite the current list of devices, so always maintain and import a full list of devices.

• Schedule: Click Edit to set your schedule for automatic system checks. Select the Frequency, Day, Time, and Maximum 
Duration, as needed. Select Never to “turn off” automated testing.

Note that you can run a system check at any time by clicking Run Now in the Schedule tab.

3. When you’re done, click the Insight (eye) icon to return to the Insight home page.
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Server Options and 
Topologies

During the Sales process, your server options and topologies will have been discussed with your Red Box representative. Once 
your Red Box recording system has been installed, there are very few specific configuration and administration requirements 
related to server topology, other than being aware of your server structure and its implications for storage and administration.

Servers
Your Red Box system can be made up of up to three server “types”:

• Recorder: This is the Red Box recorder and it’s local Callstore. You can have one or more recorders in your system, each 
handling up to 1000 channels, and arranged singularly or in pairs. See “Recorders & Resiliency”.

• Media Server: For multi-recorder systems you can use a Media Server to automatically create a unified database of all 
recorded communications across your Red Box system. See “Media Servers”.

• Application Server: Certain Quantify applications and features can be installed on separate servers in order to handle 
processing requirements and to provide system resilience. See “Application Servers”.

Server topologies are obviously heavily dependent on what communications systems are being recorded, what system 
resilience is required, and what Quantify features are being used. These can range from a “basic” implementation to a more 
complex, fully featured system as illustrated below.

Basic System

Fully Featured

Red Box Recorder

Quantify 
User

NAS

Application Server(s)

Media Server

Parallel/Failover 
Recorder Pair

Parallel/Failover 
Recorder Pair

Telephony
System

NAS

Quantify 
User

Telephony
System

Telephony
System

Telephony
System

Q

Q

Application Server(s)

</>

</>

Switch



Contents

Server Options and Topologies

Servers

Recorders & Resiliency

Single Standalone Recorder

Multiple Standalone Recorders

Parallel Pair

Failover Pair

Resiliency

Disaster Recovery

Media Servers

Application Servers

Management & Alarms

Server Options and 
Topologies
2

Recorders & Resiliency
Each Red Box Recorder server (physical or virtual) can record up to 1000 channels. You can have one or more recorders in your 
system, arranged singularly or in pairs to provide resilience in case of a system failure.

To view a recorder’s current setup and status, login to the recorder with an administrator account and go to Configuration > 
Status > Recorder Status

Single Standalone Recorder

A “standard” system will often be set up with a single standalone recorder. This type of system has no resilient additional 
recording capability.

Single Standalone
Red Box Recorder

Telephony
System

NAS
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Multiple Standalone Recorders

This system provides multiple standalone recorders, so while there’s still no resilience, the recording capacity of the system is 
increased. Also, to avoid having to log in to separate recorders to locate recorded communications, you can use an optional 
Media Server providing access to a unified database – see “Media Servers”.

Multi Standalone

NAS
Standalone Recorders

Telephony
System

Telephony
System

Telephony
System

NAS Media Server

NAS
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Parallel Pair

Two recorders can be configured as a Primary/Secondary Parallel Pair to provide resilience. In this configuration there are two 
identical recorders each recording the same calls and having the same configuration, except one is configured as a Parallel 
Primary and the other as a Parallel Secondary. In the event of a critical error (failure) of the Primary recorder, the Secondary 
recorder will trigger into an active state and continue to record without loss of recordings. See “Resiliency” for more information 
on the system failure process.

Note that Parallel Pair recorder configuration is not supported for all telephony integrations.

Failover Pair

Two recorders can be configured as a Failover Pair to provide resilience. In this configuration there are two identical recorders 
with the same configuration, except one is Active (and recording) and the other is in Standby (idle). In the event of a critical error 
(failure) of the Active recorder, the Standby recorder will trigger into an Active state and start to record new communications. 
However, unlike the Parallel Pair configuration, because the Standby recorder was idle before the failure occurred, there may be 
a loss of recordings.  See “Resiliency” for more information on the system failure process.

Note that Failover Pair configuration is not supported for all telephony integrations.

Parallel Pair

NAS

Primary Recorder

Telephony
System

Secondary Recorder

Failover Pair

NAS
Active Recorder

Telephony
System

Standby Recorder
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Resiliency

Parallel Pair and Failover Pair systems provide resiliency by switching from an active to a standby recorder in the event of a 
system failure that prevents the current active recorder from continuing to record communications (for example, a power 
failure).

The failure and resume process is slightly different between the two systems and illustrated below. 

Parallel Pair

To resume Standby mode on a Secondary Recorder, login to the recorder with an administrator account, go to Configuration > 
Maintenance > Recorder and click Resume Standby. You will be prompted to apply any configuration changes made while the 
Secondary Recorder was in Active mode:

• Copy from Primary to Secondary: Select this option if permanent configuration changes have been made to the Primary, and/
or temporary changes on the Secondary.

• Copy from Secondary to Primary: Select this option if permanent configuration changes have been made to the Secondary, 
and/or temporary changes on the Primary.

Note that the configuration changes are limited to channel and user configuration — any network or infrastructure changes will 
need to be updated manually.

Primary Recorder

Active Recorder
Recording communications, 
storing and archiving data.

Secondary Recorder

Standby Recorder
Recording communications, locally storing 
minimum last 24hrs only (configurable)*.

Primary Recorder Failure! Promoted to Active Recorder
Last 24hrs recorded communications archived *.
Continues to record communications, 
and store & archive new data.

Primary Recorder Online! Manually set to “Resume Standby” 
(see below).

Promoted to Active Recorder Demoted to Standby Recorder.

Normal 
Operation

Primary 
Failure

Primary 
Resume

Primary 
Online

Parallel Pair 
Process

* The “overlap” time period is con�gurable (at install). Due to system con�guration and operation, the overlap period should
not be regarded as an “exact overlap” period, but instead will be a “minimum overlap” period.    
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Failover Pair

Unlike a Parallel Pair, a Failover Pair doesn’t require any manual intervention to switch recorders back to the original 
configuration. A newly active recorder simply remains as the active recorder with the other recorder being demoted to standby.

Recorder A

Active Recorder
Recording communications, 
storing and archiving data.

Recorder B

Standby Recorder
Recorder B is in an idle state, 
monitoring Recorder A only.

Recorder A Failure!
Any communications data 
currently being recorded 
is lost.

Promoted to Active Recorder.
Starts to record new communications, 
and store & archive new data.

Recorder A comes back online.
Demoted to Standby Recorder. Recorder B remains as Active Recorder.

Normal 
Operation

Recorder A 
Failure

Recorder A 
Online

Failover Pair 
Process
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Disaster Recovery

As you can see, the configuration and resiliency options provide a very flexible system, especially with resiliency in mind. 
Recorders can be configured to back-up to a number of storage locations simultaneously, which lends itself to support a dual 
data centre or disaster recovery model. In the example below, calls are primarily recorded in Data Centre 1 but these calls are 
backed up to the SAN/NAS in both data centres. This means that the Media Server in each data centre is identical. In the event 
that Data Centre 1 fails, recording will continue within Data Centre 2 and users will access the secondary Media Server with zero 
fail over time.

NAS

Media Server

Primary Recorder

Data Centre 1

NAS

Media Server

Secondary Recorder

Data Centre 2

Telephony
System

Quantify 
Users

Q

LAN/WAN
Site
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Media Servers
For multi-recorder systems a Media Server can be used to automatically create a unified database of all recorded 
communications across your Red Box system. You can then login to the Media Server and use Search & Replay to find and replay 
your recorded communications, no matter what recorder was used to actually record them.

As communications are recorded they’re written to files in the recorder and archived to NAS (NAS must be present to use a 
Media Server). The Media Server is configured with the locations of the various recorders and NAS devices and will inspect their 
incremental database records to create a unified database of all recorded communications across the system.

Note that archiving of recorded communications to NAS is either performed soon after recording, or at a scheduled time 
(depending on how the recorder is configured by the System Administrator). Therefore, depending on your storage and 
archiving configuration, a Media Server is likely to be “out of sync” with recorder database records. 

The Media Server is also a non-critical component within the recording system. It only holds a copy of the database derived from 
the communications it has access to from the recorders and associated NAS, and therefore in the event of a failure of the Media 
Server the recording system is not prevented from continuing to record. 

A Red Box Media Server is capable of retrieving recorded communications from up to 100 different NAS locations. However, to 
live acquire calls across a multi-recorder system requires a Centralised Live Acquire service (covered in a separate Quick Question 
topic).

Application Servers
Certain Quantify applications and features can be installed on separate servers in order to handle processing requirements 
and to provide system resilience. For example, since Quantify Insight is used to monitor system components such as recorders, 
it makes sense to install the application on a separate server to the actual recorders. The following Quantify applications and 
features can be installed on separate servers:

• Quantify Insight    •     Quantify Quality Management (QM)

• Screen Data Capture (Ekisa Server)  •     Replay to Phone

Media Server

NAS
Standalone Recorders

Telephony
System

Telephony
System

Telephony
System

NAS Media Server

Quantify 
User

Q

NAS
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Management & Alarms
To view a recorder’s current setup and status, login to the recorder with an administrator account and go to Configuration > 
Status > Recorder Status.

Also, as you’d expect, alarms will be generated during any recorder or Media Server failure to indicate a loss of connectivity. You 
can view these alarms from the Recorder Status screen (using an online recorder), or you can use Quantify Insight to monitor all 
server status and alarm indicators – see “What’s in the Quantify Insight Categories”. 
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Centralisation can be configured on a Media Server within a multi-recorder system, allowing user accounts to be synchronised 
across all recorders. Usually this is configured in order to implement Centralised Live Acquire, but it can be used to provide an 
“instant” update of the unified database records held on the Media Server – this results in recorded communications being 
“instantly” available for replay from the Media Server.

This topic covers the configuration required to set up Centralisation. If your system has already been configured for Centralised 
Live Acquire, there’s no other setup needed.

Considerations
During setup, a Quantify Centralisation license is applied to each recorder and the Media Server. Also, the Media Server is 
configured as the “lead server”. These setup steps allow Quantify system configuration settings on the “lead server” (not just user 
accounts) to be propagated across all recorders – therefore:

• Any future configuration related to individual recorders (such as enabling channels) should be performed on the recorder. 

• Any future configuration related to the “system” (such as user accounts) should be performed on the Media Server. These are 
as follows: Active Directory Settings, Users, Enterprise Communications User, Groups, and Filters. Obviously, these system 
configuration settings are only accessible from the “lead server”.

Media Server

NAS
Standalone Recorders

Telephony
System

Telephony
System

Telephony
System

NAS Media Server

Quantify 
User

Q

NAS
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Centralisation Setup
To set up a centralisation group (a Media Server and all associated recorders):

1. Apply licenses. 

2. Configure the Media Server.

3. Check the system.

For details, refer to the step-by-step tables below. Note that this process requires server restarts and will automatically log users 
off the various servers. Therefore we recommend these steps are performed outside of normal operating hours.

1. Apply Licenses

To apply licenses:

1. Login to the Media Server and each of the recorders in turn using a system administrator account. 

2. Go to Configuration > Setup > Licensing and check the current license status for Centralisation in the Quantify 
Licensing panel. 

3. If needed, enter a license code and click the Update button to make your changes. If you’ve applied a new license, 
you’ll need to restart the server to apply the license. Although not essential, we recommend that you prepare and 
download config (Configuration) & diag (Diagnostics) files before performing a restart:

• Prepare (Create): Go to Configuration > Maintenance and click Prepare Config or Prepare Diagnostic. Enter a 
filename and click the Prepare button to create the file. Note that server performance can be affected.

• Download: Go to Configuration > Maintenance > Download Files and select the file to download. Click the 
Empty button to clear the file folder on the server.

To perform the restart, go to Maintenance > Recorder, select the Restart radio button and then click the Stop 
Recorder button.
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2. Set Up the Media Server

To set up the Media Server:

1. Login to the Media Server using a system administrator account. 

2. Before doing any configuration, first check that the Media Server has all user accounts that need to be shared 
across the system – go to Configuration > Management > Users and check the list.

3. Now go to Configuration > Setup > Centralisation, click the Add Recorder button, and enter details for the Media 
Server – a “user friendly” name plus IP address. This will define the Media Server as the lead server. Click the 
Update button to apply the changes. 

4. Click the Add Recorder button again and enter details for a recorder that you want to include in this centralisation 
group – a “user friendly” name plus IP address. Repeat this for each recorder you want to add. Note that:

• You can’t add a recorder that’s part of another centralisation group.

• As stated above the server listed as number 1 (the Media Server) is regarded as the lead server. If the Media 
Server fails at any point, then the next server in the list (number 2, obviously) will temporarily takeover as the 
lead server for centralisation, until server 1 is “back online”. This continues, in order, for each server in the list. 

• If you want to change the hierarchy of recorder servers at any point, just use the Move Up/Move Down 
buttons or drag & drop the servers in the list. 

• If you need to change any of the server details, or remove one, click the Configure (cogs) or Remove (trash) 
icon.

Once you’ve added all the required recorder servers, click the Update button to apply the setup changes. Note 
that any users currently logged into the individual recorders will be temporarily logged out.

5. Lastly, set an Enterprise Communications Account for the Media Server – this account is used by the Media Server 
to access all recorders in the system for centralised configuration settings. This account needs to have full replay 
permissions, admin permissions, and not an Active Directory account. To select an account, go to Configuration > 
Setup > Misc Settings, select an account, and click Update.
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3. Check the System

To check the system:

1. Login to the Media Server using an administrator account. 

2. Go to Configuration > Management > Users and create a new (temporary) user account. 

3. Now login to one of your recorders using the temporary account, to check that user accounts are being 
synchronised across your system.

Centralisation is now successfully configured across your Red Box multi-recorder system.  
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The industry standard Apache web server software is installed and configured as part of your Red Box Recorder 
installation. In general, there’s nothing else for you to do, unless you wish to:

• Force your Quantify users to login via SSL.

• Install and use a custom SSL certificate instead of the Red Box Self-Signed Certificate.

• Use Internet Information Services (IIS) alongside Apache, and need to change port numbers.

• Recover from an incorrect Apache setup process.

Generally these would be a change from your system setup at install, as these options would have been discussed and 
configured appropriately by your Red Box Installation Engineer.

Force SSL Login
You can force Quantify users to always use a secure SSL login to the recorder (using https). Note that to use SLL login, you will 
need to ensure that client PCs have an appropriate SSL security certificate installed — see “Use Custom Certificates” or refer to 
the IE, Chrome, and Firefox Setup Quick Question Topics or the Quantify System Management Administrator Guide.

To force SSL login:

1. Login to the recorder using a Quantify system administrator 
account with system configuration permissions, and go to 
Configuration > Setup > Apache

2. Tick the Always Force SSL option. If required, you can also 
tick the Always Use Secure Cookies option.

3. When you’re done, click Apply. You will need to restart 
the recorder for the changes to take affect — go to 
Configuration > Maintenance > Recorder, select Restart, and 
then click the Stop Recorder button. We recommend that a 
restart is performed outside of normal operational hours.
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Use Custom Certificates
If you want to install and use a custom SSL certificate instead of the Red Box Self-Signed Certificate (for example, if you wish to 
use a “vanity URL” for the recorder), you need to apply the custom certificate to Apache, and then install the certificate on client 
PCs.

Note that custom certificates are not currently supported for Quantify QM.

To use a custom certificate:

Apache update:

1. Place your certificate’s .cer and .key files in the C:\Apache24\conf\certs folder on the recorder server. Note that if your 
system is using Apache 2.2 (Quantify 4B or below), the folder is C:\Program Files(x86)\Apache Software Foundation\
Apache2.2\conf\certs.

2. Login to the recorder using a Quantify system administrator account with system configuration permissions, and go to 
Configuration > Setup > Apache

3. In the Virtual Hosts list, click the + Add button and select your certificate, key, and chain files as needed, or modify the 
SSLrbrCert row. Note that if you add an additional row, you should remove SSLrbrCert from the list.

4. When you’re done, click Apply. You will need to restart the recorder for the changes to take affect — go to Configuration 
> Maintenance > Recorder, select Restart, and then click the Stop Recorder button. We recommend that a restart is 
performed outside of normal operational hours.

If needed, install your custom SSL certificate on each client PC you want to use with Quantify. This only applies to self-signed 
certificates. CA signed certificates don’t need any additional setup.

• For Internet Explorer and Chrome:

• In Windows, right click your certificate file, and select Install Certificate.

• Follow the on-screen instructions to install the certificate. On the Certificate Store screen, click Place all certificates in 
the following store, then click Browse and select Trusted Root Certification Authorities.

• For Firefox:

• Open Firefox and go to Options > Advanced > Certificates > View Certificates > Authorities

• Select Import then navigate to and open your certificate file.

• Tick the Trust this CA to identify web sites box and click Ok in the Certificates dialogue boxes.

Note that in order to use Internet Explorer, Chrome, or Firefox with Quantify there are additional configuration steps 
required. Please see the appropriate Quick Question Topic for details. Also note that Chrome and Firefox are supported in 
Quantify 4B or later.
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Change Port Numbers
If you plan to use Internet Information Services (IIS) alongside Apache, and may need to change port numbers to avoid conflicts. 
The default Apache port is 80 and the default Quantify port is 8080. 

To change Apache and/or Quantify ports:

1. Login to the recorder using a Quantify system administrator 
account with system configuration permissions, and go to 
Configuration > Setup > Apache

2. Change the Apache Port and Quantify Port numbers as 
needed.

3. When you’re done, click Apply. You will need to restart the 
recorder for the changes to take affect — go to Configuration 
> Maintenance > Recorder, select Restart, and then click 
the Stop Recorder button. We recommend that a restart is 
performed outside of normal operational hours.
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Recover & Restart Apache
If you find that after making changes to the Configuration > Setup > Apache settings and restarting the recorder, you can no 
longer open the Quantify login page, it’s likely that you have an error in the Apache Configuration file. Follow these steps to 
recover the Apache configuration.

To recover and restart Apache:

1. On the recorder server, delete the httpd.conf and redbox.conf files in the C:\
Apache24\conf folder. Note that if your system is using Apache 2.2 (Quantify 4B or 
below), the folder is C:\Program Files (x86)\Apache Software Foundation\Apache2.2\
conf and there’s no redbox.conf file.

2. In the same folder, there are a series of files with similar names and a number 
sequence, (e.g. httpd.conf_001292681 / redbox.conf_00182692) . Find the numbered 
files with the most recent modification dates and change the file names to httpd.
conf and redbox.conf as appropriate.

3. In the Windows System Tray, right click the Apache icon and select Open Apache 
Monitor. If the Apache icon is not present, run the C:\Apache24\bin\ApacheMonitor.
exe file. Once the Apache Service Monitor is open, click the Restart button to restart 
the Apache service.

4. In the Windows Services application, right click the Quantify Web Server item, 
and select Restart to restart the Quantify service. We recommend that a restart is 
performed outside of normal operational hours.

5. Reopen Quantify. You should now be able to log in as normal. You may need to re-
apply your changes to the Apache settings.

https://www.redboxvoice.com
mailto:info%40redboxvoice.com?subject=
https://twitter.com/redboxvoice
https://www.facebook.com/redboxvoice
https://www.linkedin.com/company/red-box-voice
https://www.youtube.com/channel/UC_Z7j15zwvKIGMOqFJz5ubA


1

Previous

Contents

How Do I Manage Windows Updates

General Information

Single Update, Single Restart

Multiple Updates, Multiple Restarts

Health Check

How Do I Manage 
Windows Updates

General Information
This topic provides guidance on patching any Microsoft Windows Operating System on your recorder server, in order 
to ensure it remains up to date with any performance and security updates released from Microsoft. While Microsoft 
updates are not the responsibility of Red Box, we do recommend that our customers and partners perform regular updates in 
line with the same maintenance schedules that you currently use to govern your Microsoft estate. 

If the installation of a patch requires you to restart your recorder server, then we recommend that you follow the processes 
described in this topic. This ensures that the Red Box recorder is restarted in a controlled manner, as restarting incorrectly may 
force a database rebuild to take place and impact your voice recording service for a period of time.

Single Update, Single Restart
If you’re installing a single Windows update and need to perform a single server restart, perform the update and restart as 
detailed below. Since the recorder will need to be restarted, and updates may take a while to complete, we recommend that 
Windows updates are performed outside of normal usage hours.

To perform a single update, single restart:

1. On the recorder server, perform your Windows update. This may require an OS restart – select No or Later as appropriate 
when prompted.

2. Restart your recorder using Quantify:

• Using Quantify, login to your recorder with a system administrator account.

• Although not essential, we recommend that you prepare and download config (Configuration) & diag (Diagnostics) 
files before performing a restart.

Prepare (Create): Go to Configuration > Maintenance and click Prepare Config or Prepare Diagnostic. Enter a filename 
and click the Prepare button to create the file. Note that recorder performance can be affected.

Download: Go to Configuration > Maintenance > Download Files and select the file to download. Click the Empty 
button to clear the file folder on the recorder.

• To perform the restart, go to Configuration > Maintenance > Recorder, select Restart, and then click the Stop Recorder 
button. 

3. When the recorder restarts, the recorder server will also restart and the Windows update will be completed. Once your 
Windows update is complete, the Red Box recorder will start as normal.
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Multiple Updates, Multiple Restarts
If you’re installing multiple Windows updates and need to perform multiple server restarts, perform these steps as detailed in 
the tables that follow. 

• Change recorder settings.

• Update Windows.

• Reverse settings and restart.

Since the recorder will need to be shut down, and updates may take a while to complete, we recommend that Windows updates 
are performed outside of normal usage hours.

Change settings:

Firstly, change settings on your recorder server to prevent Windows restarts from impacting the recorder.

1. Edit the recorder.ini file in the Windows folder - change the ShutdownOS value as follows:

[General] 
ShutdownOS=1

2. Change the Red Box Recorder Service from Automatic to Disabled in the Services application.
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Update Windows:

1. Shutdown your recorder:

• Using Quantify, login to your recorder with a system administrator account.

• Although not essential, we recommend that you prepare and download config (Configuration) & diag (Diagnostics) 
files before performing a shutdown.

Prepare (Create): Go to Configuration > Maintenance and click Prepare Config or Prepare Diagnostic. Enter a filename 
and click the Prepare button to create the file. Note that recorder performance can be affected.

Download: Go to Configuration > Maintenance > Download Files and select the file to download. Click the Empty 
button to clear the file folder on the recorder.

• To perform the shutdown, go to Configuration > Maintenance > Recorder, select Shutdown, and then click the Stop 
Recorder button. 

• Logout of Quantify and close your browser.

2. On the recorder server, perform your Windows update/updates as needed. This may lead to one or more OS restarts but 
this will no longer impact your recorder.

3. Once your Windows updates are complete, change the recorder server settings back to their original state, and restart the 
recorder server – see “Reverse settings & restart:” below.

Reverse settings & restart:

Once your Windows updates are complete, change the recorder server settings back to their original state, and restart the 
recorder server.

1. Edit the recorder.ini file in the Windows folder - change the ShutdownOS value as follows:

[General] 
ShutdownOS=0

2. Change the Red Box Recorder Service from Disabled to Automatic in the Services application.

3. Restart your recorder server – the Red Box recorder will then start as normal.
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Health Check
After installing any Windows updates we recommend you perform a Health Check to ensure your system is fully operational.

To perform a health check:

1. Make a test call to a recorded device.

2. Login to Quantify, find the device/call in Search & Replay, and play the call to make sure call audio is available and is clear.

3. Perform a full system Health Check  see “How Do I Perform Regular Health Checks”.
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General Information
In the event of an uncontrolled recorder shutdown, such as a power failure, your Red Box recorder will automatically perform a 
database rebuild as part of its recovery process. Depending on the size of your recorded data, this rebuild can take some time 
and result in an interruption of recording service. 

From Quantify Version 4B, the database recovery and rebuild processes have had a significant performance enhancement. This 
topic provides guidance on the options available, and the associated considerations. 

In most circumstances, your Red Box Installation Engineer will perform all the associated setup, installation, and configuration 
tasks associated with the database rebuild options. However, we recommend that you understand the database recovery and 
rebuild processes to help you manage your systems.

Recovery & Rebuild
As mentioned above, from Quantify Version 4B the database recovery and rebuild processes have been enhanced:

Transaction Processing: This core process is used automatically by your recorder and requires no intervention by a system 
administrator. The benefit however is that the database rebuild time is reduced by around 80% – so, as an example, a large 
database rebuild that would have taken 24 hours will now take just 4 hours.

Transaction Logging: This additional option retains a temporary log of database “transactions”. The benefit is that in the event 
of an uncontrolled recorder shutdown the database rebuild time on recorder restart is zero, which means there’s a minimal 
interruption of recording service.

Transaction Processing and Transaction Logging are supported for all data locations – local Callstore, NAS Callstore Extension, 
NAS Archive, and removable archive media (DVD). 

Local
Callstore

Red Box Recorder

NAS 
Archive

NAS Callstore
Extension

Version 4A or Earlier

All Data Locations
Supported

Database Transaction Speed

Database Recovery Speed

Full database rebuild needed
on recovery.

Version 4B or Later
Transaction Logging

Red Box Recorder

Database Transaction Speed

Database Recovery Speed

No database rebuild required.

Version 4B or Later
Transaction Processing

Red Box Recorder

Database Transaction Speed

Database Recovery Speed

Enhanced database rebuild process.

80% reduction in recovery time.

DVD

Removable 
Archive
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Considerations
While Transaction Processing and Transaction Logging offer an enhanced feature set for data recovery, you should be aware of 
the following considerations. You may wish to discuss these further with your Red Box Installation Engineer, who can provide 
additional advice.

Performance

Transaction Processing has a minimal impact on recorder performance and you probably won’t notice any difference. However, 
Transaction Logging does have an impact due to the additional processing required to maintain the temporary logs. You will 
therefore need to discuss this further with your Red Box Installation Engineer to ensure your server specification is of a high 
enough standard to handle the Transaction Logging load on top of normal recorder use.

Upgrade, Downgrade, and Sharing

Once a recorder has been upgraded to Version 4B or above, there is no downgrade path to 4A or lower. In part, this is due to the 
implementation of Transaction Processing. You also need to consider any storage “shared” across a multi-recorder system:

• Any NAS device “shared” across a multi-recorder system is fully compatible across recorder versions.

• For removable archive media (DVD) created using a 4B recorder (or above), the media will only be accessible to 4B recorders 
(or above) due to media format changes.

https://www.redboxvoice.com
mailto:info%40redboxvoice.com?subject=
https://twitter.com/redboxvoice
https://www.facebook.com/redboxvoice
https://www.linkedin.com/company/red-box-voice
https://www.youtube.com/channel/UC_Z7j15zwvKIGMOqFJz5ubA


1

Previous

Contents

How Do I Manage Licenses

Check & Apply Licenses

License Types

Recorder Licenses

Quantify Licenses

Protocol Processor (PP) Licenses

Time Limited Licenses

Monitor & Manage Licenses

Replay Licenses

Record Licenses

Recorder Restart

Troubleshooting

How Do I Manage 
Licenses

The Red Box software is designed to provide flexible licensing options for individual applications and features. This topic 
covers all licensing options.

Check & Apply Licenses

To check and apply licenses:

1. Login to Quantify with an administrator account (System Configuration permissions) and go to Configuration > Setup > 
Licensing. From here you can check your current licenses. 

To view “Time Limited” licenses, click the Timed Licenses button. 

See “License Types” for more details on the licenses available.

2. If you have a new license code, enter the code in the New License Code field and click Update to apply the license.

For some license types you will need to restart the recorder to apply the license (see “License Types” and “Recorder 
Restart”).

If you need to purchase a new license, or need to be advised of an existing license code, please contact your dealer or 
Red Box.

* Screen layout modified for display purposes.
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License Types
Use the following tables to review the license types available from Red Box. If a recorder restart is required to fully apply the 
license, see “Recorder Restart”.

Recorder Licenses

General licenses that apply directly to the recorder.  

License Description Restart 
Required?

Number of Archive 
Devices

Maximum number of removable archives (DVD and Tape). Note that a dual drive system counts as 
two archive devices.

Y

Max Number of PP’s Maximum number of Protocol Processor (PP) licenses. This refers to the total number of integration 
types licensed on the recorder and can refer to a telephony type (e.g. Cisco, Avaya, Mitel), 
trader turret type (e.g. BT Unified Trading, Etrali Open Trade), radio type (e.g. Motorola Astro), 
mobile telephony type (e.g. Vodafone, Teleware), PC comms (e.g. Cisco IM, Skype), or PC support 
(WorkStation Client – PCI suppression, agent call annotation, agent record on demand, channel 
naming). See “Protocol Processor (PP) Licenses” for more details.

N

Number of Replay or 
Export Clients

Maximum number of users that can concurrently replay or export recorded communications.  See 
“Replay Licenses” for more details.

N

Number of Record 
Channels

Maximum number of channels (devices) that can be recorded simultaneously — this includes any 
valid “temporary” time limited licenses. See “Record Licenses” and “Time Limited Licenses”.

N

Time Synchronisation Enable time synchronisation (SNTP). Y

Label Printing Enable label printing. This feature is used to create labels for removable archive media — go to 
Configuration > Status > Media.

Y

Network Storage Allow use of Network Storage (NAS) — Callstore Extension or Network Archive. Y

Replay to Phone* Allow calls to be replayed to a phone (selected via the Options menu in Search & Replay). Y

Record on Demand Enable use of agent Record on Demand with WorkStation Client. N

Call Authentication Enable Call Authentication. This enables both the digital signature within the recorder and the Call 
Authentication tab in the Quantify Media Player.

Y

Call Deletion Enable use of the Call Delete feature. Call Delete is usually a restricted feature — access is assigned 
within user account settings.

Y

NAS Compression* Allow use of a NAS Compression server. N

Callsafe Enable use of the Callsafe feature. Callsafe is usually a restricted feature — access is assigned within 
user account settings.

Y

Hosted Display features and options for Quantify Hosted.
Note that once Hosted has been licensed on a recorder, it cannot be “unlicensed”/disabled.

Y

Analytics Enable use of Quantify Insight. Y

* Feature not supported for all communication systems.
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Quantify Licenses

General licenses that apply to the Quantify software suite.

License Description Restart 
Required?

Timeline View Allow use of the Timeline View in Quantify Search & Replay. N

Number of Event 
Reconstruct Clients

Maximum number of concurrent Quantify Event Reconstruct users. N

Number of Event 
Reconstruct 
Concurrent Calls

Maximum number of concurrent communications (voice call, video call, IM, text messages, screen 
recording) that can be used with Event Reconstruct.

N

Number of QM 
Clients

Maximum number of Agents that can be used with Quantify Quality Management (QM). Y

Linked Calls* Enable automatic identification of linked calls (highlighted by the + Linked Calls icon). This feature 
can be customised further by users, via their own Replay Preferences.

N

iQ Page Historic feature. No longer enabled. —

Audio Search Enable Quantify Audio Search — search for spoken words and phrases. Y

UTC Time Stamping Enable UTC Time Stamping (Coordinated Universal Time) of recorded communications. If UTC is not 
enabled, the recorder’s local time is used.
Note that once UTC has been licensed on a recorder, it cannot be “unlicensed”/disabled.

Y

Centralisation Enable Centralised Live Acquire — allow the use of Centralised Live Acquire on a Media Server giving 
“visibility” of all channels across a multi-recorder systems.

Y

Contact Centre Aware 
Monitoring

Enable Contact Centre Aware Monitoring — for multi-recorder systems, allow Monitoring (Quantify 
Live Acquire) to show the status of channels (devices) from all recorders.

N

Replay Authorisation Enable use of the Replay Authorisation feature — request and allow/deny replay. Y

* Feature not supported for all communication systems.
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Protocol Processor (PP) Licenses

Protocol Processor (PP) licenses refer to the integration types licensed on the recorder.

PP Type Description Restart 
Required?

Telephony
Trader Turret
Radio
Mobile Telephony
PC Comms

Integration type(s) licensed on the recorder — license will refer to a telephony type (e.g. Cisco, Avaya, 
Mitel), trader turret type (e.g. BT Unified Trading, Etrali Open Trade), radio type (e.g. Motorola Astro), 
mobile telephony type (e.g. Vodafone, Teleware), or PC comms type (e.g. Cisco IM, Skype). Red Box 
actively supports over 50 integration types — too many to list here.

Y

PC Support WorkStation Client — This is a slightly unique integration type and refers to PC support, covering PCI 
suppression, agent call annotation, agent record on demand, and channel naming.

Y

Time Limited Licenses

Time Limited Licenses can be used to temporarily enable additional channels on your recorder. This can be useful, for example, 
when trying to satisfy seasonal variations or for evaluation purposes. To view time limited licenses, click the Timed Licenses 
button.

License Description Restart 
Required?

Number of Record 
Channels - Time Limited

Defines the number of additional channels (devices) that can be recorded simultaneously, which 
are applied on a “temporary basis” until the defined Expiry Date. 

N

As a time limited license approaches and exceeds the expiry date, this is shown in the Status field. You will also receive 
notifications via events and alarms.
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Monitor & Manage Licenses
In general, licenses require very little attention — simply use Licensing within the Configuration app to monitor and manage 
your licenses, and you will also receive notifications via events and alarms if there are any issues. 

The two most “dynamic” license types are the record licenses (maximum number of channels that can be recorded 
simultaneously) and replay licenses (maximum number of users that can concurrently replay or export recorded 
communications). Issues with these licenses can result in calls not being recorded or users being unable to replay calls, so they 
may need to be monitored a little more closely.

Replay Licenses

A replay license is used whenever a user attempts to replay or export a call using any Quantify application. The license is not 
released until that user performs a logout — that is, they click Logout in Quantify, not just close their browser or the Quantify 
tab. Once the user performs a logout, the replay license is released and becomes available for another user.

With this in mind, it’s advisable to promote a simple login/logout etiquette so that licenses are used and released efficiently. To 
monitor and manage this, go to Configuration > Status > Logged in Users — here you can see the number of logged in users and 
the number of allocated replay licenses. To force a logout, simply click the user’s name — you’ll be asked to confirm the logout.

If you have Quantify Insight installed, you can use the Users status indicator to keep an eye on your replay 
licenses. You can even have alerts sent to you via email so there’s no need to constantly monitor the status for 
issues.

Record Licenses

Similar to a replay license, a record license is used whenever recording is started 
for a channel (device). To see how many devices are being recorded, go to 
Configuration > Status > Recorder Status.

As with replay licenses, if you have Quantify Insight installed, you can use the 
Recording Status indicator to keep an eye on your record licenses. You can even 
have alerts sent to you via email so there’s no need to constantly monitor the 
status for issues.
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Recorder Restart

As indicated in “License Types”, some licenses require a recorder restart before the license is fully applied. Follow the steps below 
to restart your recorder — note that a restart can take a number of minutes and no recording will take place during the restart, 
therefore we recommend this is done outside of normal usage hours.

To restart your recorder:

1. Although not essential, we recommend that you prepare and download config (Configuration) & diag (Diagnostics) files 
before performing a restart:

• Prepare (Create): Go to Configuration > Maintenance and click Prepare Config or Prepare Diagnostic. Enter a filename 
and click the Prepare button to create the file. Note that recorder performance can be affected.

• Download: Go to Configuration > Maintenance > Download Files and select the file to download. Click the Empty 
button to clear the file folder on the recorder.

2. To perform the restart, go to Maintenance > Recorder, select the Restart radio button and then click the Stop Recorder 
button.

Troubleshooting
Troubleshooting licenses is pretty straightforward. If an attempt is made to exceed license restrictions (try to exceed 
number of replay or record licenses, attempt to use an unlicensed feature, etc.) then an appropriate error message 
will be displayed and/or an event/alarm will be raised.

If you enter a new license code within Licensing and you get an error message stating “The license 
code entered was invalid“:

• Firstly, check the license code you’ve been provided with and re-enter the code. Make 
sure you enter the hyphen characters and check for the obvious similarities between 
letter “O” and number “0”, letter “I” number “1”, letter “S” number “5”, etc.

• License codes are associated with an individual Recorder ID — make sure you’re 
using the correct recorder and license “combination”.
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Time is an important parameter in call recording, and it’s essential that it’s accurately maintained within the recorder. You can 
use the following time sources:

• Windows Server Time: Use the server time for the recorder.

• Time Synchronisation: This optional feature allows you to define an SNTP Time Server to provide time data to the recorder. 
This is especially useful for multi-recorder systems to accurately synchronise time across all recorders in your system.

Whichever source is selected, your recorder will automatically synchronise approximately once every two minutes.

You can also select a time zone, use automatic Daylight Savings Time changes, and use Coordinated Universal Time (UTC).

Windows Server Time
This is the “default” setting for the recorder time and will use the recorder’s Windows server to provide time data.

To use Windows server time:

1. Login to the recorder using a Quantify system administrator account with system configuration permissions, and go to 
Configuration > Setup > Time

2. Ensure Time Source is set to None.

3. In Time Zone, select the time zone you wish to use for the recorder, and tick or untick Automatic Daylight Savings Time as 
needed. 

Note that you can also make use of UTC Time Stamping — see "Licenses & Options".

4. When you’re done, click Update to apply your changes. You may be automatically logged out of Quantify depending on 
what changes you’ve made.

* Screen layout modified for display purposes.
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Time Synchronisation (SNTP)
This optional setting/feature will use a specified SNTP server to provide time data to the recorder.

To use Windows server time:

1. Login to the recorder using a Quantify system administrator account with system configuration permissions, and go to 
Configuration > Setup > Time

2. Set Time Source to SNTP. If this option isn't available, then Time Synchronisation is not licensed on the recorder — see 
"Licenses & Options".

3. Enter the DNS lookup name or IP address of the SNTP Time Server in the Primary Time Server Location field. You can also 
enter IP addresses for up to three "backup" (redundant) time servers. 

4. In Time Zone, select the time zone you wish to use for the recorder, and tick or untick Automatic Daylight Savings Time as 
needed. 

Note that you can also make use of UTC Time Stamping — see "Licenses & Options" below.

5. When you’re done, click Update to apply your changes. You may be automatically logged out of Quantify depending on 
what changes you’ve made.

* Screen layout modified for display purposes.
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Licenses & Options
Time Synchronisation (SNTP) and UTC Time Stamping (for recorded communications) are both optional licensed features. To 
check your licenses, go to Configuration > Setup > Licensing — check Recorder Licenses for Time Synchronisation and Quantify 
Licenses for UTC Time Stamping.

You can also configure Quantify to display time information for recorded communications using 0.1s resolution — go to 
Configuration > Setup > Misc Settings and set High Precision Time Display. If this isn't enabled, 1 second resolution is used.

Ever wondered why Coordinated Universal Time is abbreviated to UTC and not CUT?  
The abbreviation was a desire by the international community to use the same abbreviation in all languages. English speakers proposed CUT (for "Coordinated Universal Time"), 
while French speakers proposed TUC (for "Temps Universel Coordonné"). The compromise was UTC.
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The Quantify suite of applications are all accessed using a web browser. Quantify supports Internet Explorer, Chrome and Firefox. 
This topic is focussed on Internet Explorer and details how to set up the browser on a client PC to access Quantify — see “How 
Do I Set Up Chrome & Firefox” for information on those browsers.

Download Setup Files
Before you set up Internet Explorer, download the following files to the PC being configured. Note that if you’ve attended the 
Quantify Getting Started Training Course you will have been given a USB memory stick with these files already loaded.

To download setup files:

1. Open Internet Explorer and navigate to the downloads page for your recorder — http(s)://your-recorder-IP/static/default/
help/pages/downloads.html.  
You can also access this page from within Quantify - login to Quantify and click Options > Support Centre > Downloads.

2. Click the Media Player install certificate link to download the Media Player certificate.

3. Click the Red Box SSL file link to download the Red Box SSL certificate (if you plan to access the recorder using SSL).

4. For Quantify 5B and below, download Microsoft .NET Framework 3.5 from the Quantify Support Centre Downloads page. 
Click one of the .NET 3.5 SP1 links. Use the Express Installer if you have internet access. Otherwise, use the Standalone 
Installer.

5. For Quantify 5C and above, download Microsoft .NET Framework 4.5.2 from Microsoft.com.

https://www.microsoft.com/en-GB/download/details.aspx?id=42643
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Set Up and Test Internet Explorer
Follow the steps below to set up and test Internet Explorer. Each step provides a very brief description, mainly as a reminder for 
those who have done this before. More detailed information is provided in the referenced sections.

To set up and test IE:

1. Download the certificate files and .NET installer — see “Download Setup Files”. 
2. Install Microsoft .NET Framework using the downloaded Offline or Web installer - just double click the installer and follow 

the on-screen instructions. Note that:
• Quantify 5B and below requires Microsoft .NET Framework 3.5.
• Quantify 5C and above requires Microsoft .NET Framework 4.5.2.
• Chrome and Firefox require Microsoft .NET Framework 4.6.2. If you use either of these browsers as well as IE, you will 

need to install both .NET 3.5/4.5.2 and .NET 4.6.2.
3. Add the recorder to the list of trusted sites: Internet Explorer > Tools > Internet Options > Security > Trusted Sites.  

See “Add Recorder to Trusted Sites”.
4. Enable Active X scripts: Internet Explorer > Tools > Internet Options > Security > Trusted Sites > Custom level > Active X 

Controls and Plugins > Initialize and script Active X controls....  See “Enable Active X Scripts”.
5. Increase the script execution timeout for older versions of Internet Explorer (e.g. IE 8): RegEdit > HKEY_CURRENT_USER > 

Software > Microsoft > Internet Explorer > Styles > MaxScriptStatements > Value = FFFFFFFF. Restart IE once complete. 
See “Increase Script Execution Timeout”.

6. Install the Red Box Media Player certificate: right click redboxrecorders.p7b > Install Certificate > Place all certificates in 
the following store > Trusted Publishers. See “Install Media Player Certificate”.

7. Install the Red Box SSL certificate (if you plan to access the recorder using SSL): double click ca.cer > Install Certificate > 
Place all certificates in the following store > Trusted Root Certification Authorities. See “Install SSL Certificate”.

8. If you record and replay video calls, IM messages, SMS text messages, or screen recorded calls, these all make use of 
pop-ups during replay. Add the URL or IP address of your recorder to the “allow pop-ups” list: Internet Explorer > Internet 
Options > Privacy > Pop-up Blocker

9. Set the Internet Explorer zoom settings to 100%. Other settings can cause issues within Quantify such as overlapping UI 
elements.

10. Test the Internet Explorer setup: Quantify > Search & Replay, search for a call, and play a call — there should be no 
security, certificate or other errors. See “Test IE Setup” and “Troubleshooting”.
Note that the first time you replay a call, the Media Player plugin will be downloaded from the recorder. This can 
delay the playback a little, but is only done once. However, using a proxy server may prevent the plugin from being 
downloaded — you can either:
• Temporarily disable use of the proxy: Internet Explorer > Tools > Internet Options > Connections > LAN Settings and 

untick Use a Proxy server, replay a call so that the plugin is downloaded, and then re-tick the Use proxy server option.
• Add the recorder IP address to the proxy exceptions list: Internet Explorer > Tools > Internet Options > Connections > 

LAN Settings > Advanced, and add the recorder IP address to the Exceptions list. The plugin will be downloaded when 
you next replay a call. 
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Add Recorder to Trusted Sites

Adding the recorder to the list of trusted sites allows you to lower the security settings and use Quantify without having to 
constantly deal with security alerts.

To add the recorder to the trusted sites list:

1. Open Internet Explorer and go to Tools > Internet Options.

2. Select the Security tab, then select Trusted Sites and click the Sites button.

3. In the Trusted sites dialog, enter the IP address of the recorder in the Add this website to the zone field and click Add. Do 
this for each recorder you want the user to have access to.

Note that if you plan to access the recorder using https, make sure that the Require server verification option is ticked. 
Similarly, untick this option if you don’t plan to use https.
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Enable Active X Scripts

Enabling Active X Scripts is essential for using the Media Player in Quantify Search & Replay. 

To enable Active X Scripts:

1. Open Internet Explorer and go to Tools > Internet Options.

2. Select the Security tab, then select Trusted Sites and click the Custom level button.

3. Scroll to the Active X Controls and Plugins section, find Initialize and script Active X controls not marked as safe for 
scripting and select Enable. Note that this setting is only applied to trusted sites, so security is maintained.
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Increase Script Execution Timeout

Increasing the script execution timeout helps prevents issues when handling large numbers of calls, or when using resource 
intensive features. Generally this only applies to older versions of Internet Explorer (e.g. IE 8).

To increase the script execution timeout:

1. In Windows, find and run the RegEdit application.

2. Open HKEY_CURRENT_USER > Software > Microsoft > Internet Explorer > Styles. 

Note that on some systems, the Styles key doesn’t exist. In this case, create it: right click Internet Explorer, select New > 
Key, and enter Styles as the key name.

3. If a MaxScriptStatements value is present, right click the value and select Modify. If the value is not present, create a new 
one - right click in the values list and select New > DWORD Value. 

4. Edit the value in hexadecimal mode and set it to FFFFFFFF. 

5. Close RegEdit and restart Internet Explorer to apply the setting.
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Install Media Player Certificate

Installing the Red Box Media Player certificate is essential for using the Media Player in Quantify Search & Replay. 

To install the Media Player certificate:

1. In Windows, locate the redboxrecorders.p7b certificate file. If you haven’t downloaded this file, see “Download Setup 
Files”.

2. Right click the redboxrecorders.p7b file, and select Install Certificate.

3. Follow the on-screen instructions to install the certificate. On the Certificate Store screen, click Place all certificates in the 
following store, then click Browse and select Trusted Publishers.
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Install SSL Certificate

If you plan to have users and administrators access the recorder using SSL security (https://), you need to install the Red Box SSL 
certificate.

To install the SSL certificate:

1. In Windows, locate the ca.cer certificate file. If you haven’t downloaded this file, see “Download Setup Files”.

2. Right click the ca.cer file, and select Install Certificate.

3. Follow the on-screen instructions to install the certificate. On the Certificate Store screen, click Place all certificates in the 
following store, then click Browse and select Trusted Root Certification Authorities.
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Test IE Setup

The easiest way to test your Internet Explorer setup is to search for and play a call using Quantify Search & Replay  — there 
should be no security, certificate or other errors. If there are any errors during this simple test, see “Troubleshooting” for more 
information.

To test Internet Explorer setup:

1. Open Internet Explorer, navigate to your Quantify login page, and login using a valid user or administrator account that 
has replay permissions.

2. By default, you will be taken straight to the Search and Replay application. In the Search Criteria section, select a date 
range for your search — obviously, use a date range that you know will contain calls. 

3. Click the Start Search button to perform the search. 

4. Now highlight a call in the Results list and click the  Play button, or just double-click the call. The Media Player should 
now be displayed and call playback should start.

Note that the first time you replay a call, the Media Player plugin will be downloaded from the recorder. This can delay the 
playback a little, but is only done once. However, using a proxy server may prevent the plugin from being downloaded 
— you can either:

• Temporarily disable use of the proxy: Internet Explorer > Tools > Internet Options > Connections > LAN Settings and 
untick Use a Proxy server, replay a call so that the plugin is downloaded, and then re-tick the Use proxy server option.

• Add the recorder IP address to the proxy exceptions list: Internet Explorer > Tools > Internet Options > Connections > 
LAN Settings > Advanced, and add the recorder IP address to the Exceptions list. The plugin will be downloaded when 
you next replay a call.
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Troubleshooting
When you test your Internet Explorer setup, you may encounter a security, certificate, or other error. The following common 
error messages and solutions should help you to resolve most setup issues.

Internet Explorer 
Error Message:

Stop Running This Script?

Problem: You may see this error message when displaying a large number of calls, or when using resource 
intensive features.

Solution: Increase the script warning timeout in Internet Explorer — see “Increase Script Execution Timeout”.

Quantify Error 
Message:

Security Settings Error - Your browser may not be set up correctly to use Quantify.

Problem: Unsurprisingly, this error message indicates that Internet Explorer has not been set up correctly.
Solution: Follow all the steps in “Set Up and Test Internet Explorer”.

Media Player Error: Missing Media Player (just displays a white box)
Problem: Microsoft .NET Framework 3.5 has not been installed.
Solution: Install Microsoft .NET Framework 3.5 using the downloaded Express Installer or Standalone Installer 

- just double click the installer and follow the on-screen instructions. If you haven’t downloaded the 
installer, see “Download Setup Files”.

Media Player Error 
Message:

Trust Not Granted

Problem: If you see the “Trust Not Granted” message when you try to replay a call, you don’t have the Media 
Player certificate installed, or it’s not installed correctly.

Solution: Follow all the steps in “Install Media Player Certificate”.
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Media Player Error 
Message:

An error occurred in the application you were using

Problem: This problem has a few different possible causes:

1. SSL certificate has not been installed.

2. XAML browser applications have been disabled in Internet Explorer.

3. A corrupted download of the replay plugin, or an error in the caching process, which causes 
the application to fail to load.

Solution: 1. Follow all the steps in “Install SSL Certificate”.

2. Enable XAML browser applications — in Internet Explorer go to Tools > Internet Options > 
Security > Trusted Sites > Custom level , scroll to the .NET Framework section, and set XAML 
browser applications to Enable.

3. Force a reload of the Media Player plugin:

• Download the web application cache clearing tool — http(s)://your-recorder-IP/static/
installers/clearcache.bat. Run the application. You will see a prompt once the operation has 
completed, and you can then close the window. 

• When you next try to replay a call, the plugin will be downloaded again from the Recorder 
and should resolve the issue.

Media Player Error 
Message:

Application File Not Valid - An exception occurred while 
downloading the application.

Problem: Some proxy servers block the replay plugin download. 
Solution: To resolve the issue, you can either:

• Temporarily disable use of the proxy: Internet Explorer > 
Tools > Internet Options > Connections > LAN Settings and 
untick Use a Proxy server, replay a call so that the plugin is 
downloaded, and then re-tick the Use proxy server option.

• Add the recorder IP address to the proxy exceptions list: 
Internet Explorer > Tools > Internet Options > Connections > 
LAN Settings > Advanced, and add the recorder IP address to 
the Exceptions list. The plugin will be downloaded when you 
next replay a call.

https://www.redboxvoice.com
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How Do I Set Up Chrome 
& Firefox

The Quantify suite of applications are all accessed using a web browser. Quantify supports Internet Explorer, Chrome and Firefox. 
This topic is focussed on Chrome and Firefox and details how to set up your system and Client PCs to use these browsers — see 
“How Do I Set Up Internet Explorer” for information on IE.

Note that Chrome and Firefox support most Quantify applications and features, although there are a few restrictions — see 
“Supported Apps & Features” for details.

Server Config
There’s only one simple config change to make on the recorder server to enable replay via Chrome and Firefox on client PCs. You 
only need to make this change once, and it has no impact on using IE for replay in combination with Chrome and Firefox.

To configure replay:

1. Configure replay settings on the recorder — open the web.ini file in the recorder’s C:\LTR\Config folder, and add/edit the 
[SETTINGS] section as follows:

[SETTINGS]
PerformBrowserChecks=0
HTML5Replay=1

2. Restart the recorder to apply the changes.

Setup Files
Before you set up Chrome or Firefox, load the following files onto the PC being configured. These files should have been 
provided by your Red Box Installation Engineer, otherwise contact Red Box support for help.

• Red Box Replay Server installer — ReplayServerSetup.msi

• Red Box SSL certificate, if you plan to access the recorder using SSL and use the Red Box Self-Signed Certificate — ca.cer

• Microsoft .NET Framework 4.6.2. You can download this from: www.microsoft.com/en-us/download/details.aspx?id=53344

https://www.microsoft.com/en-us/download/details.aspx?id=53344
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Set Up a Client PC

To set up and test Chrome or Firefox on a client PC:

1. Load the replay server installer, SSL certificate file (if needed), and .NET installer onto the PC being configured — see 
“Setup Files”. 

2. Install Microsoft .NET Framework 4.6.2 using the installer — just double click the installer and follow the  
on-screen instructions. For more detailed information on .Net 4.6.2, refer to microsoft.com.

Note that Chrome and Firefox both require .NET 4.6.2 and Internet Explorer requires .NET 3.5 (Quantify 5B and below) or 
.NET 4.5.2 (Quantify 5C and above). If you use IE as well as Chrome or Firefox, you will need to install both .NET 3.5/4.5.2 
and .NET 4.6.2.

3. Install the Red Box Replay Server — run the ReplayServerSetup.msi file. 

• Firefox & SSL: If you plan to access the recorder using Firefox & SSL you need to install the Red Box Secure Replay 
certificate. In the browser, select Options > Privacy & Security > Certificates > View Certificates > Authorities > Import 
> |rbrSecureReplayCA.cer Certificate File| > Trust this CA to identify web sites > Ok. The rbrSecureReplayCA.cer 
certificate file is in the C:\Program Files (x86)\Red Box Recorders Limited\Red Box Replay Server folder.

4. If you plan to access the recorder using SSL and use the Red Box Self-Signed SSL Certificate, you need to install the Red 
Box SSL certificate: 

• Chrome: In Windows, double click ca.cer > Install Certificate > Place all certificates in the following store > Trusted 
Root Certification Authorities

• Firefox: In the browser, select Options > Privacy & Security > Certificates > View Certificates > Authorities > Import > 
|ca.cer Certificate File| > Trust this CA to identify web sites > Ok. 

5. If you record and replay video calls, IM messages, SMS text messages, or screen recorded calls, these all make use of pop-
ups during replay. Add the URL or IP address of your recorder to the “allow pop-ups” list:

• Chrome: Menu > Settings > Show advanced settings > Content Settings > Pop-ups > Manage Exceptions

• Firefox: Menu > Options > Privacy & Security > Permissions > Block pop-up windows > Exceptions

6. Set the browser zoom settings to 100%. Other settings can cause issues within Quantify such as overlapping UI elements.

7. Test the browser setup: Quantify > Search & Replay, search for a call, and play a call — there should be no security, 
certificate or other errors. See “Troubleshooting” if needed.

https://www.microsoft.com/en-us/download/
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Supported Apps & Features

Quantify Application/Feature Supported

Search & Replay Y

Replay - Audio, Video, IM, SMS Replay Y

Replay - Screen Replay N

Audio Search Y

Monitoring/Live Acquire - Live Audio N

Quality Management Y

Quality Management - Admin Console N

Event Reconstruct N

Insight Y

Replay Authorisation Y

Single Sign On Y

Configuration - Management Tab Y

Configuration - Status Tab Y

Configuration - Setup Tab PART

Configuration - Events Tab N

Configuration - Maintenance Tab N

Configuration - QM Admin Tab Y
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Troubleshooting
When you test your browser setup, you may encounter a security, certificate, or other error. The following common error 
messages and solutions should help you to resolve most setup issues.

Media Player Error 
Message:

An error occurred in the application you were using

Problem: This problem usually indicates that the SSL certificate(s) has not been installed.
Solution: Follow all the steps to install the SSL certificates – see “Set Up a Client PC”. If you haven’t downloaded 

the SSL certificate, see “Setup Files”.

Media Player Error: Missing Media Player (just displays a white box)
Problem: Microsoft .NET Framework 4.6.2 has not been installed.
Solution: Install Microsoft .NET Framework 4.6.2 using the downloaded installer – just double click the installer 

and follow the on-screen instructions. If you haven’t downloaded the installer, see “Setup Files”.

Error Message: Can’t connect to the replay server
Problem/Solution: This problem has two possible causes:

1. The recorder web.ini file has not been updated or the 
recorder has not been restarted after the update. See “Server 
Config”.

2. ReplayServerSetup.msi has not been installed on the client 
PC. See “Set Up a Client PC” (Step 3).

https://www.redboxvoice.com
mailto:info%40redboxvoice.com?subject=
https://twitter.com/redboxvoice
https://www.facebook.com/redboxvoice
https://www.linkedin.com/company/red-box-voice
https://www.youtube.com/channel/UC_Z7j15zwvKIGMOqFJz5ubA
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How Do I Manage 
WorkStation Client

WorkStation Client (WSC) from Red Box provides four optional client-side features that link to your Red Box recording system:

• PCI Suppression: Mute (suppress) call audio during payment transactions. If Screen Data Capture is being used, this is also 
"muted" (blank screen).

• Call Annotation: Add notes (pre-defined and/or free text) to recorded communications.

• Record on Demand: Client initiated "Record" or "Discard" actions.

• Channel Naming: Auto-populate recorder channel names based on Windows login or Citrix User ID.

Your Installation Engineer will have done most of the installation and configuration for you, but you may need to review, add, or 
edit  WSC clients and features.

WorkStation Client has three key components:

• WSC Server

All WorkStation Client settings are configured globally on your recorder server, using the config app.

• Identification rules define how to identify host PCs (clients) and how to map those PCs to phones. This can be a static 
mapping using the PCs hostname, or a more dynamic mapping using the Windows login name.

• Client rules define the features that can be used on client PCs.

• Feature rules define how each WSC feature operates across your WSC system.

• Finally, client mapping links the discovered WSC clients with channels or extensions and defines what feature rules to use.

See "WSC Server Settings".

• WSC Client

Each client PC simply needs the WSC client app installed — see "WSC Client Application".

All configuration of the applicable features available to the client is communicated by the WSC server — there's no additional 
client-side setup needed.

• WSC Features

Each WSC feature has its own additional requirements, settings, and considerations — see "PCI Suppression", "Call 
Annotation", "Record on Demand", or "Channel Naming".

Note that WorkStation Client also has a number of different license requirements. If you need to review or update your licenses, 
see "WSC Licenses".



Contents

How Do I Manage WorkStation Client

WSC Server Settings

General Settings

ID Rules

Client Features

Feature Rules

Client PCs

WSC Client Application

Update Recorder IP Address

Using Terminal Client Names as Hostnames

Hosted

Uninstall the WSC Client Application

PCI Suppression

Call Annotation

Record on Demand

Channel Naming

WSC Licenses

How Do I Manage 
WorkStation Client
2

WSC Server Settings
Note that certain config settings are provided for Red Box Engineering use only and marked in this document using "*". Please 
do NOT change any of these settings without instruction from Red Box.

All WorkStation Client settings are configured globally on your recorder server, using the config app —  
C:\LTR\utils\WSCConfigGUI\WSCConfigGUI.exe

Tab Description

General • General recorder settings.
• See "General Settings".

Units* • Hosted server (if available) — list of units read from the recorder.
• Provided for Red Box Engineering use only.

ID Rules • Define how to identify your host PCs (clients) and how to map those PCs to actual phones.
• See "ID Rules" and "Client PCs".

Clients • Define the features that can be used on client PCs.
• See "Client Features".

Auto Suppression Rules • Define one or more rules to be used for automatic PCI suppression.
• See "Feature Rules".

Annotation Rules • Define one or more rules to be used for agent call annotation.
• See "Feature Rules".

Record on Demand Rules • Define one or more rules to be used for agent record on demand.
• See "Feature Rules".
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Tab Description

Agent Names* • Agent name mapping. Provided for legacy customers only.
• Settings are provided for Red Box Engineering use only, and should not be changed.

Hostnames • List of automatically discovered hostnames (for PCs with WSC Client installed).
• This list is used to map computer Hostnames to Extension, Channel Name or Logical Channel.
• See "Client PCs".

Windows Login Names • List of automatically discovered Windows login names (for PCs with WSC Client installed).
• This list is used to map Windows Login Names to Extension or Channel Name.
• See "Client PCs".

General Settings

In general (no pun intended) these settings are configured during installation and won't need to be changed. If any changes are 
needed, you'll need to make the changes in the config app and then perform a recorder restart.

General

Delete Suppressed Audio Setting applies to audio suppressed using the WSC client.
Tick: Delete suppressed audio.
Untick: Mark suppressed audio. Replay of "marked" audio will show as silence for all Quantify users, except 
system administrators who will be able to replay the full audio.

Client Connections

Listen Port* • The server port to listen for client connections on.
• * Setting is provided for Red Box Engineering use only, and should not be changed.

Read Timeout* • Client connection timeout. 
• * Setting is provided for Red Box Engineering use only, and should not be changed.

State Update Timeout* • Multi-recorder sync timeout.
• * Setting is provided for Red Box Engineering use only, and should not be changed.

Allow Duplicate 
Connections

• Allow multiple client connections from the same host machine.

Recorder.ini *

Delete Suppressed Audio Setting applies to all PCI suppressed audio.
Tick: Delete suppressed audio.
Untick: Mark suppressed audio. Replay of "marked" audio will show as silence for all Quantify users, except 
system administrators who will be able to replay the full audio.
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Recorder.ini *

Maximum Suppression 
Count

• The maximum number of suppressions allowed per call. Default is three.
• Can be used to avoid agent error or system abuse. See "PCI Suppression". 

Maximum Suppression 
Time

• The maximum period of time (in seconds) that audio can be suppressed. Once the timeout has been 
reached, recording will resume.

• Set to zero ("0") to never timeout.
• Can be used to avoid agent error or system abuse. See "PCI Suppression". 

* Note that any changes to the Recorder.ini section will not be applied until the recorder is restarted.

Logging

Level • Message log level. Info covers the most information, Error covers the least.
• Unless there's a particular issue, we recommend this is set to Error to only log error messages.
• This setting does not require a recorder restart.

Secure Client Connections*

Certificates* • Hosted server certificates.
• * All settings here are provided for Red Box Engineering use only, and should not be changed.

* Please see the C:\SSL\WSC_readme.txt file on the recorder server for instructions on creating certificates.
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ID Rules

The ID Rules tab is used to define how the WSC server will identify your host PCs (clients) and how to map those PCs to actual 
phones. Options are:

Options Description

Host_Name_To_Extension
Host_Name_To_Channel_Name
Host_Name_To_Logical_Channel

Host Name: Use the Hostname of client PCs to identify (discover) your WSC clients and 
then map each PC to a phone extension, channel name, or logical channel. Use the config 
app Hostnames tab to define individual mappings – see "Client PCs".

Windows_Login_Name_To_Extension
Windows_Login_Name_To_Channel_Name

Windows Login Name: Use the Windows Login Name to identify (discover) your WSC 
clients and then map each PC to a phone extension or channel name. Use the config app 
Windows Login Names tab to define individual mappings – see "Client PCs".

Agent_Name_To_Agent_ID*
Host_Name_To_Rostrvm_ID*
Windows_Login_Name_To_Annotation_Field*
Host_Name_To_Annotation_Field*

These options are provided for Red Box Engineering use only, and should not be changed.

• To modify your default ID Rule, simply highlight the rule in the ID Rules tab and 
click the Edit button. Note that you must have a default rule defined.

• To add a rule, click the Add button. This allows you to define specific rules for 
individual client PCs (if needed). 
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Client Features

The Clients tab is used to define the WSC features to be used on client PCs. Options are:

Options Description

Auto Suppression Enable PCI Suppression using an automatic trigger. You'll also need to define your triggers using the Auto 
Suppression Rules tab – see "Feature Rules" and "PCI Suppression".

Manual Suppression Enable PCI Suppression using a manual trigger – see "PCI Suppression". 

Annotation Enable agent call annotation. You'll also need to define your rules using the Annotation Rules tab – see "Feature 
Rules" and "Call Annotation".

Record On Demand Enable agent Record on Demand. You'll also need to define your rules using the Record on Demand Rules tab – see 
"Feature Rules" and "Record on Demand".

Channel Naming Enable dynamic channel naming based on Windows login or Citrix User ID. See "Channel Naming".

• To modify your default Client Features entry, simply highlight the <Default> entry in the 
Clients tab and click the Edit button. Note that you must have a default entry defined.

• To add an entry, click the Add button. This allows you to define specific features for individual 
client PCs (if needed). 
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Feature Rules

Auto Suppression, Annotation, and Record on Demand all require rules to be defined in the WSC config app. These rules are 
used to specify how each feature operates across your WSC system. Once you've defined your rules, you can specify how to 
apply the rules to client PCs using the Hostnames or Windows Login Names tabs – see "Client PCs".

Auto Suppression Rules

To define an Auto Suppression rule:

1. Click the Auto Suppression Rules tab. To edit a rule, highlight a rule and click Edit. To add a rule, just click Add. Note that if 
you're using Auto Suppression, you must have a default rule defined.

2. Now Add or Edit a trigger Method. A trigger Method defines what will trigger the start of suppression during a call - for 
example, when the agent opens a payment screen. Multiple methods can be defined and these are applied on an OR 
basis. To define a Method, select the Method Type (WindowTitle – trigger using a specific window, SubWindowText – 
trigger using text within a specific window, BrowserHTML – trigger using Internet Explorer) and associated options (see 
below).

Note that for Window and SubWindow options, you may wish to use Microsoft® Spy++ or similar to view Window properties.

WindowTitle Options

Window Title Trigger using the specified window title and match pattern  
(Exact_Match, Starts_With, Ends_With, or Contains).

Trigger Type Trigger when the window is open (Window_Title_Exists) or when it has focus 
(Window_Title_Has_Focus).

Minimum 
Suppression Time

Minimum time (in seconds) that the auto suppression will last for.

SubWindowText Options

Window Title Trigger using the specified window title and match pattern (Exact_Match, 
Starts_With, Ends_With, or Contains).

Sub Window Text Trigger using the specified text found within the window, and the match 
pattern (Exact_Match, Starts_With, Ends_With, or Contains).

Trigger Type Trigger when the window is open (Window_Title_Exists) or when it has focus 
(Window_Title_Has_Focus).

Minimum 
Suppression Time

Minimum time (in seconds) that the auto suppression will last for.
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BrowserHTML Options (for use with Internet Explorer only)

Triggers Add or Edit a trigger and set the criteria (below). 

Trigger Object Page Title: Trigger when the specified web page is accessed.
URL: Trigger when the specified URL is accessed.
HTML Body: Trigger when a web page contains the specified content.
Domain: Trigger when the specified domain name is accessed.

Match Pattern Select the match pattern – Exact_Match, Starts_With, Ends_With, or Contains.

Text Enter the text to match.

Minimum 
Suppression Time

Minimum time (in seconds) that the auto suppression will last for.

Annotation Rules

To define an Annotation rule:

1. Click the Annotation Rules tab. To edit a rule, highlight a rule and click Edit. To add a rule, just click Add. Note that if you're 
using Annotation, you must have a default rule defined.

2. Now Add or Edit a Field entry to define what annotation fields can be modified by WSC clients, and how the fields can be 
populated (FreeTextEntry or PushButton) – see below. Multiple fields can be defined.

Annotation Field Options

Field Select the annotation field to configure. The list of available fields is automatically populated from the annotation fields 
defined in the recorder (login to Quantify with an administrator account and go to Configuration > Setup > Callstore).

Annotation Type Select how the fields can be populated by WSC clients (FreeTextEntry or PushButton).

Properties If PushButton is selected as the Annotation Type you can add and edit  buttons that will be shown in the agents' WSC 
client application. You can define a maximum of five buttons per field.
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Record on Demand Rules

To define a Record on Demand rule:

1. Click the Record on Demand Rules tab. To edit a rule, highlight a rule and click Edit. To 
add a rule, just click Add. Note that if you're using Record on Demand, you must have 
a default rule defined.

2. The only setting available for a Record on Demand rule (apart from the name) is the 
Mode – select Temporary or Permanent. 

Whenever a WSC client clicks the "Record" or "Discard" button on their PC, the 
call is either recorded or discarded in the recorder. If Temporary mode is used, the 
button click is only applied to the current call (or next call if currently not on a call). If 
Permanent mode is used, the button click is remembered and used for all calls going 
forward until a different button is clicked.

Client PCs

Once you've set your ID Rules, each WSC client PC discovered by the WSC server will be listed in the Hostnames and Windows 
Login Names tabs as appropriate (Hostnames for Host_Name_To ID Rules, and Windows Login Names for Windows_Login_
Names_To ID Rules). For each entry in these tabs, you need to define what phone to map the PC/Login to, and what WSC feature 
rules to use. Your Installation Engineer will have done most of this during the install process, but new and updated clients will 
need to be added/modified here. Note that all client PCs need to have the WSC client installed - see "WSC Client Application".

Hostnames Options

Host Name Hostname of the client PC. In general you should not change this field 
unless you are pre-configuring a client.

Logical Channel If you want to link this client PC to a logical channel in the recorder, enter 
a channel number here.

Extension Number If you want to link this client PC to an extension number in the recorder, 
enter a number here.

Channel Name If you want to link this client PC to a Channel Name in the recorder, enter 
a name here. 

Auto Suppression 
Rule

Select the Auto Suppression rule to be used with this client PC. If you're 
using the Default rule there's no need to change the selection.

Annotation Rule Select the Annotation rule to be used with this client PC. If you're using 
the Default rule there's no need to change the selection.

Record on Demand 
Rule

Select the Record on Demand rule to be used with this client PC. If you're 
using the Default rule there's no need to change the selection.

Unit*
Rostrvm ID*
Annotation Field*

These options are provided for Red Box Engineering use only, and should 
not be changed.
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Windows Login Name Options

Windows Login Name Windows Login Name for the client PC. In general you should not change 
this field unless you are pre-configuring a client.

Extension Number If you want to link this client to an extension number in the recorder, enter 
a number here.

Channel Name If you want to link this client to a Channel Name in the recorder, enter a 
name here. 

Auto Suppression 
Rule

Select the Auto Suppression rule to be used with this client. If you're using 
the Default rule there's no need to change the selection.

Annotation Rule Select the Annotation rule to be used with this client. If you're using the 
Default rule there's no need to change the selection.

Record on Demand 
Rule

Select the Record on Demand rule to be used with this client. If you're 
using the Default rule there's no need to change the selection.

Unit*
Rostrvm ID*
Annotation Field*

These options are provided for Red Box Engineering use only, and should 
not be changed.

WSC Client Application
Each client PC simply needs the WSC client app installed as detailed below — for multiple PCs, you may want to install the client 
using a group policy.

To install/upgrade the WSC client app, run the RBRWSC_Setup.msi installer from the client PC using the following command line 
(replace <IP address> with the IP address of the recorder running the WSC Server):

msiexec /I <path to msi file>\RBRWSC_Setup.msi /QN RECORDERADDRESS=”<IP address>”

Note that:

• If a primary/secondary recorder configuration is being used, then the IP addresses of both recorders should be specified so 
that the WSC operations are sent to both recorders to be actioned. Separate the IP Addresses with a ";" semicolon.

• If you require hostname mappings for Citrix or Terminal Services environments, see "Using Terminal Client Names as 
Hostnames".

• If you're using WSC with a Hosted recorder, see "Hosted".

• Once the WSC client app is installed, restart the client PC.

• All configuration of the WSC features available to the client is communicated by the WSC server — there's no additional 
client-side setup needed. 



Contents

How Do I Manage WorkStation Client

WSC Server Settings

General Settings

ID Rules

Client Features

Feature Rules

Client PCs

WSC Client Application

Update Recorder IP Address

Using Terminal Client Names as Hostnames

Hosted

Uninstall the WSC Client Application

PCI Suppression

Call Annotation

Record on Demand

Channel Naming

WSC Licenses

How Do I Manage 
WorkStation Client
11

Once you've installed the WSC client, you may have a WSC window displayed on the client PC. This will depend on what features 
you are using and what feature rules have been implemented. A WSC window is displayed for the following:

• PCI Suppression: Manual suppression only – Suppress and Resume buttons.

• Call Annotation: Pre-defined annotation (buttons) or manual annotation (free text fields).

• Record on Demand: Record and Discard buttons.

• Channel Naming: No window.

Update Recorder IP Address

To change the recorder IP address that the WSC client application will connect to, reinstall the current version of the WSC client 
using the following command line:

msiexec /I <path to msi file>\RBRWSC_Setup.msi /QN RECORDERADDRESS=”<new IP address>” REINSTALL=ALL

If the client PC does not automatically restart then it should be manually restarted to ensure all files are correctly updated and 
the application launched.

Using Terminal Client Names as Hostnames

In a Citrix or Terminal Services environment, the default behaviour will result in the server hostname being sent to the WSC 
server. This could be undesirable if a specific client is always associated with a specific phone, and you want to map the 
hostnames appropriately.

These environments "can" have certain identifiers for the client terminals. In order to try and use these identifying properties as 
the hostname, a "Terminal Naming" registry value must be added on the client PC:

• You can set this value as part of the WSC client installation by using the following command line:

msiexec /I <path to msi file>\RBRWSC_Setup.msi /QN RECORDERADDRESS=”<IP address>” TERMINALNAMING=1

This will create and set the registry value needed in order to use the hostname of the terminal client. 

• To enable Terminal Naming after installing the WSC client, create the following registry entry with a value of "1" (enabled):

[HKLM]Software\Red Box Recorders Limited\RBRWSC\TerminalNaming

To disable, delete the registry entry or set the value to "0".
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Once Terminal Naming is enabled, the WSC client will look for one of three values to use as the hostname:

• The first is a registry value that's set by Citrix which contains the client name – both of the following are checked in order:
[HKCU]Software\Citrix\ICA Client\ClientName

[HKLM]Software\Citrix\ICA Client\ClientName

If set, this contains the hostname of the connected client in session. 

• The WSC client will then look for an ini file which, again, can be found in Citrix environments and contains the same client 
name. This file is named WFCName.ini and is found in the root directory of the system drive  
(e.g. C:\WFCName.ini). 

• Finally, the WSC client will then look for the environment variable CLIENTNAME which is often set in both Citrix and Terminal 
Services environments.

• If none of these values are found, then the WSC client will fall back to the original hostname, which would be the hostname 
of the server in these environments.

When you're done, restart the client PC.

Hosted

If you're using WSC with a Hosted recorder:

1. Deploy the client certificate on each WSC client PC.

2. Configure the registry on each client PC to identify the certificate:

Registry Keys:
64-bit machine: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Red Box Recorders Limited\RBRWSC
32-bit machine: HKEY_LOCAL_MACHINE\SOFTWARE\Red Box Recorders Limited\RBRWSC
ClientCertificatePassword = <PEM pass phrase>
ClientCertificatePath = C:\SSL\WSC_Certs\<company name>_<organisational unit>.pem

Uninstall the WSC Client Application

The WSC Client can be uninstalled using the Windows  
Add/Remove Programs feature.
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PCI Suppression
The PCI Suppression feature allows calls to be suppressed during payment transactions. All configuration of the PCI Suppression 
feature is performed on the WSC server. The main options are:

• Total or User Suppression

Choose "total suppression" (delete audio) to ensure that no payment data is captured or "user suppression" (mark audio) to 
record payment details but restrict playback to system administrators for investigation purposes. See "General Settings" – 
General and Recorder.ini panels.

• Automatic or Manual Suppression

Suppression of voice and screen recordings can be triggered two ways — automatically when opening or using a window, or 
manually by button. See "Client Features" and "Feature Rules" (Auto Suppression Rules).

• Resume and Restrict

To avoid agent error or system abuse when suppression is triggered manually, PCI Suppression can be customised to 
automatically resume recording after a specified period of time. It’s also possible to limit the number of times suppression 
can be initiated on one call. See "General Settings" (Recorder.ini panel) and "Feature Rules" (Auto Suppression Rules).

Note that manual control of PCI Suppression using DTMF tones or Cisco Phone Services is not covered in this guide. 

Call Annotation
The Call Annotation WSC feature allows clients to add notes to recorded communications. To "use" Call Annotation:

• Define your Annotation Fields in the recorder Callstore – login to Quantify with an administrator account and go to 
Configuration > Setup > Callstore (this will require a recorder restart).

• Define your annotation rules (buttons or free text annotation) on the WSC server – see "Feature Rules" (Annotation Rules).

• You can also allow Quantify users to edit and update call annotation fields within Search & Replay:

• Login to Quantify with an administrator account and go to Configuration > Management > Users.

• Edit or create a user and tick the Annotation option in the Permissions panel.
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Record on Demand
The Record on Demand WSC feature allows clients to "Record" or "Discard" calls. To "use" Record on Demand:

• Define your feature rules (Permanent or Temporary) on the WSC server – see "Feature Rules" (Record on Demand Rules).

Whenever a WSC client clicks the "Record" or "Discard" button on their PC, the call is either recorded or discarded in the 
recorder. If Temporary mode is used, the button click is only applied to the current call (or next call, if not on a call). If 
Permanent mode is used, the button click is remembered and used for all calls going forward until a different button is 
clicked.

• Set the Record on Demand defaults on your recorder as appropriate:

• Login to Quantify with an administrator account and go to Configuration > Management > Record on Demand.

• Select the appropriate option for each device (channel) that you wish to use Record on Demand with:

If your WSC feature rules are set to Temporary, select Unassigned (don't use Record on Demand), Discard Calls by Default 
(discard unless Record button is clicked), Record Calls by Default (record unless Discard button is clicked).

If your WSC feature rules are set to Permanent, you can ignore the settings in the recorder as they will be altered when 
clients click their Record or Discard buttons. The recorder list is useful to review the current state for each channel though.
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Channel Naming
The Channel Naming WSC feature will auto-populate the channel names on your recorder based on the Windows login or Citrix 
User ID associated with the client PC. To "use" Channel Naming:

• Set your ID Rules to map hostnames to extensions (Host_Name_To_Extension option) – see "ID Rules".

• This features doesn't require any feature rules.

• Set your extension number mapping in the Hostnames tab – see "Client PCs" (Hostnames Options).

When a user logs into a PC associated with an extension, the Channel Naming feature will populate the Channel Name field for 
the extension in the recorder with the user's Windows login name or Citrix User ID. 

This feature is most useful during system implementation or in situations where a desktop PC and phone extension are fixed but 
is used as a "hotdesk" so different users will log into the PC.

WSC Licenses
WorkStation Client has a number of different license requirements. The steps below show how to check WSC licenses on 
your recorder, and how to apply new license codes if needed.

To check and apply licenses:

1. Login to Quantify with an administrator account (System Configuration 
permissions) and go to Configuration > Setup > Licensing.

2. WSC requires a PP License (Protocol Processor):

• PP Name: Check that you have a WSC CTI Server PP license with the correct 
options.

• Max Number of Clients: Maximum number of concurrent WSC client 
connections.

• Options: Licensed WSC features – PCI Screen (Automatic PCI Suppression), 
PCI Agent (Manual PCI Suppression), Annotation, Record on Demand, Channel 
Naming.

Note that Record on Demand also requires a separate Record on Demand 
recorder license.

If you need to purchase a new license, or need to be advised of an existing 
license code, please contact your dealer or Red Box.

3. If you have a new license code, enter the code in the New License Code field and 
click Update to apply the license. Note that a new/updated PP license will require 
a recorder restart.

https://www.redboxvoice.com
mailto:info%40redboxvoice.com?subject=
https://twitter.com/redboxvoice
https://www.facebook.com/redboxvoice
https://www.linkedin.com/company/red-box-voice
https://www.youtube.com/channel/UC_Z7j15zwvKIGMOqFJz5ubA
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